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1. SO U RS
PLE2T— a3 H—ERIE Z2GIPT7 RLREEEZESNHS IPT7 RcLAELTEHEYT S
Z & (False Positive) W ET, BEEDH S IP 7 FLAZREGHELDE LTI 255
HBH. DLF 2 T AREMHEDETHERTHTENEETT,

2. 7SANI—DBRE
—HDOH—ERE I—F—DIPT7RLAP IS Tr v T7—42%NEL. DIFT BT EHH
VEY, 7oA\ —RUI—%REZR L. 7T 77 b EREFLTIREL,

3.aR bk
BADIPLE2T—Y 3 H—EXE BRTEMETENZK AR MDEELET, BAT
2B ERNSREHERLFHET 5T EHAUETY,

PLE2T—Y3 YT —ERIE HHEEF1UTAWEKD1 DTHBceH. tDOLF2U T«

WEREMPEDE D L TRELGNKZFE LCHTENTEFT, Ric, BRTHERTESIPLED
T—2a Y —EREBNLET,

n



2.1 GetlPIntel.net

GetlPIntel.net [&. IP 7 KL AN TAF VPN / RIE%E IP ChZAetE g2 —E R
T9, P7RLADNEZSNZE. YRATLIFODLS 1 DEZRLET, EH1DFEIE. IP
B GetlPIntel.net DB 1) R MT K> THRMICELE (Web AR M. VPN, FfzlE TOR /— F)
TNTWVWBTEZERLET, T—ERFENTREEINTE Y. R—LXR=J(cid. TFEL
R CRVWRERHNE DN SHEL ofcfcdh. TDTAY U bAEERLE Lc, ] & INT
WEJ, Ffeo APIEBEETNTVWS . Y AT AITRYALG T EEEEETY,

Web 1>V 2—T7 24 REAVWCIPLE2T7T—>Y 3 Vv ERRIZAEZR1ITRLET,

GetlPIntel.net (hxxps[l//getipintellInet/) D K — L X — T H 5. [Simple Web Interface IP

Lookup pagel 7 Jw o §5&. IP7 KL X% Lookup T=ZEImEICER LE 9. Google

Puplic DNS @ 8[.]8.8.8 % Lookup L7zfER. X307 0 hFRRENE LIz Tor Exit node @ IP

7 RLRERA7 1 HRRENE e, Y—EREREIE. BUME (0.99 Z#E R BB, £/zld 0.995

HBADE) IR L TOHEE TV 30 AHEBHLTVETH, BLMEZRT IPIEEICFENT
RIBDTLEHERELTVET,

Web Interface or
A quick start to checking any P address. The web interface by default uses (98] GUIIHE pmmmmm == 1
.
PSSO 0000000000 DI oD o000 oD _———— o — ——— 1
[ swewswwerwges ! =
IPPRLREAAE,
Lookup%E %' vy
Google Public DNS®8[.18.8. 84 &L I-#E R Tor Exit node102[.]130.113 42& FAELI-#ER
or or

Enter a IP address to look Enter a IP address to look

looking up 8.8.8.8 looking up 102.130.113.42

This result was generated live using machine learning & probability theory techniques

This result was generated live using machine leaming & probability theory techniques
using a dataset of ~470075000 pieces of available information. using a dataset of ~470075000 pieces of available information.

1 GetlPIntel.net T IP 77 F L A& & L IR &
hxxps[:]//getipintel.net/free-proxy-vpn-tor-ip-lookup/#web



2.2 SPAMHAUS
REGIPT FLAERAAVDUR M EREEL. T4V Z2 )Y IPTAY IICBRATEST—
=&

EXTY, T4 vV 754 b PAEGTBELRZRRE LIERICIE. BETCES T+ —LLARE
nTHY. SPAMHAUS D Project ICEBACEE T,

Listed?
Do you have problems sending email? Do you need to check if an IP address
or domain name is on one of our blocklists?

r;eart\' single IP, domain, ASN, URL or hash

. . . . .
Submit suspicious activity
Submit suspicious activity or threats. You are able to submit any of the following; email
source code, URLs, domains and IP addresses

Email
Your email address
Submission Type
Please select a type

Reason

Reason for submission

[[] 1accept the terms and conditions

2 SPAMHAUS D&z~ (E) hxxpsll//wwwl[.]spamhaus.org/
BT 4+ — L (F) hxxps[]//www([]spamhaus.org/submit

TAY IV THEEEI A=V 3 (RX—Y) &5 LTBRIC. SPAMHAUS ZA W CHREZTTE 2
THET, A=Ay E—ERB L. 117[169.190.253 Hh5IRE B A — LT —/N\—H5XEETH
F Ll oo A—ILRICEREEIN TTHBHERIEIE5] DUV I%ETBET v 2T
A b Twww[]01fq.cnl ICRUE T, IP7 FLRERAAVEZRELET,
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XAFRA 2 BB
[EECSASEI RE2H B7LEYREY Y P LERTIEZ W _

[TAF+MA > 2] RME2B ATLEY R ES Y FLIERTRE W
RAFIRA > B3I, 275 FIRYOTAFHr 2 b ERRLTWET,
QRI—FRFPBIVA—REDF vy v 2 LARKY—CATHATEZIAHRA b
CO7OY5hiR. YA VI—H—FORBERLERBEZEELTIVWET,

(1A25 A7) 25T 3FRTT.

PEARY FEEMUTHS Y R EBBLTS, SEBIRY MNCSEMWELTET,
UTOFMCH-T, MATERERT B LN TERT,

STEP1
WHORMY A MCP2 AL, BEEWEEAD
STEP2 CTom e s e e N
20,000/3% XA F7HA > F ERBLTESS | [ Received: from 117[.]69.190.253 1
- e 1 1
R vhSHEEMALTLEZN] | Yo a ) b(ZT o ER G HRA(E |
-~
|r CHERBECES — '\WWW[v]UJ-fq-C"' /I
e ] e e e e i

*Z @ URL i3 24 REH3HT. BRYNICES E\BICBDET,
2T 24 BMLMICHINL TV,

RE. EA—LORET KLAR EEGM
© VA F A > b3

SRATRA Y NBBREDCEDT v 2T *—=LDA

P77 RLAE RAA 2% SPAMHAUS TR LIciERZR 4 IS LET, IP7 FLRERAALY
BIE SPAMHAUS 70y 7 U X MEBENTWB T EDDD Y, REZEFTNSDA—Ib
TUVIHEERATEGVRIREDH BT EDDINET, LUREZFDDHITIF DT —
AN=—RZBRL. RRICT v IHA M7 €A LTY—ROA— &I 275875
KEHHIEY,

117.69.190.253 has @ listings

1. Spamhaus Blocklist (SBL) - Why is this resource address listed?

This IP or range has been obse

ne of the following activities; sending spam
bulletproof hosting.

snowshoe spammi

Asa result, this IP is listed in the Spamhaus Blc

Removal process

Due to this listing’s technical nature, Spamhaus w
/al from this list, please contact your ISP dire

only accept delisting requests directly from your ISP. If

ly. and ask their abuse team to contact the

you require

Spamhaus SBL team.

from

Unfortunately, we cannot remove your IP from any other blocklists until your ISP has removed it from
the SBL.

Click on More Info to see if you can request a delisting from this blocklist. This will also display any further
information we have relating to this listing

More Info

01fq.cn has @ listing

Domain Blocklist (DBL) - Why is this domain listed?

This listing may be caused by poor sending reputation, or the domain or website may have been hijacked
by cybercriminals.

As a result, this domain is listed in the Domain Blocklist (DBL)

Click on More In
information we have

i you can request a delisting from this blocklist. This will also display any further
lating to this listing.

B4 SPAMHAUS ZBWM e IP 7 RLRE RAA DL E 2T — 3 Vi



23 Zofr—ER

2.3.1 IPQualityScore.com (IPQS)

IP7 FLADRA AT ZRET 2T TIEEL BFA—IVOREL 7O+, VPN DIFEED
TEBH—EATY, KEETDIIGERT AT Y FOERONBETTH, TEETEEY—/ILH
BRATCEZDT. BUOBRLTHALTHTILKIEEL, APIOI—XT—RERMEENTE Y.
FIZIE. TOFVBETE. FE7OFT TIARX=FVPN Ry D=7, Tor /— K| E
270+ Ry bRy b, BEURY ML TERATNZ2EZEDHS IP 7 FLARBER
75 IP SR EEREDRIBE T,

hxxps[:l//www.ipqualityscore.com/

2.3.2 CISCO TALOS

IP7 RLRADMIC, URL® RAA . T7AIVDINY > 1{BGEERRTCEDA T ) IV
AERY—ERXTT,

hxxps[:l//www/[.]talosintelligence.com/reputation_center

2.3.3 Greynoise

Mirai 7 £ @ Botnet ;&B)% 175 € D Shodan ¥ Censys 7= EDFEH —E ZAD A+ v 7T P,
HREMEED IP G EZ T RHIFHENTNEDT, BZ SOCKHEETREDT T — h&EXHLL TL
BIEMTED/ A AERT BIeDIERTHDIRIIEET,

hxxps[:l//viz[.]greynoise.io/

3. Web r 7 5i0E

3.1 Amass

Amass (hxxps[:]//github[.Jcom/owasp-amass/amass/tree/master) &WS> 4 —7F> YV — 2%
We Web 1 > 7 S DFAEHEBNLEF, OWASP Amass 7AI U bE. +—T> V—IDIE
WRINELT V7« TERBEMZFERA LT ENREHOR Y bT—7 v EY T ENRBEE
DIREERITLET, &*1 A=) ITRTLIIT. ZLDT—EZN—RETTICREZERMET
TET,
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£ 1 Amass CIEFRINEICER L TV 21—

E5:301} T—4Y—2R
360PassiveDNS, Ahrefs, AnubisDB, BeVigil, BinaryEdge, BufferOver, BuiltWith, C99,
Chaos, CIRCL, DNSDB, DNSRepo, Deepinfo, Detectify, FOFA, FullHunt, GitHub,
GitLab, GrepApp, Greynoise, HackerTarget, Hunter, IntelX, LeaklX, Maltiverse,
Mnemonic, Netlas, Pastebin, PassiveTotal, PentestTools, Pulsedive, Quake,
SOCRadar, Searchcode, Shodan, Spamhaus, Sublist3rAPI, SubdomainCenter,
ThreatBook, ThreatMiner, URLScan, VirusTotal, Yandex, ZETAlytics, ZoomEye
Active pulls (optional), Censys, CertCentral, CertSpotter, Crtsh, Digitorus,
FacebookCT
Brute forcing, Reverse DNS sweeping, NSEC zone walking, Zone transfers, FQDN
alterations/permutations, FQDN Similarity-based Guessing
ASNLookup, BGPTools, BGPView, BigDataCloud, IPdata, IPinfo, RADb, Robtex,
ShadowServer, TeamCymru
AbuselPDB, Ask, Baidu, Bing, CSP Header, DNSDumpster, DNSHistory, DNSSpy,
Scraping DuckDuckGo, Gists, Google, HackerOne, HyperStat, PKey, RapidDNS, Riddler, Searx,
SiteDossier, Yahoo
Web Archives |Arquivo, CommonCrawl, HAW, PublicWWW, UKWebArchive, Wayback
WHOIS AlienVault, AskDNS, DNSlytics, ONYPHE, SecurityTrails, SpyOnWeb, WhoisXMLAPI

APls

Certificates

DNS

Routing

F£ 9. Vol. 5-1 FHER OSINT 14Ex FiZE#EfmiR] D 3.1. OSINT AEREBED%fE] THE LIRE
BEcOJ/> L. LTI RTamass 4 VA R—JLLTLEEL,

$ sudo apt update
$ sudo apt upgrade
$ sudo apt install amass

#Do you want to notinue? [Y/n] Bh&RTRENZ5. y HEASILT Enter
# BHPTREZEOINZEELGNIET 7 4 /U b DRETEDH T EEL

A VA M—IVDET#. Amass ZHWVWTHABERRDOY T FAA U ZHE L THET, A5k Vol. 63
Let's Try OSINT {4E& 1. BRIBZE(HR) @ [33. VPN ZREW7 7L AT IP DEESZE] TRIEEED
VPN EETL. ULTFOOXRY FERTLTLZEL, SEIFAENRE LTHIVYATLRD R
A4 > Thitachi-systems.com] ZXRICLTWVET,

$ amass intel
$ amass enum

#ERAEDRTEND

$ amass enum -d hitachi-systems.com
#amass 217




Amass DY TR RIE R 2 ITRT LW DO BEESNTVEY, L2 Ri& fenum]
TDNS &y FT—0DRVEVITETS>EDTY,
#£2 Amass D 7O R

H#27aAUF HBH
intel HRIEBOFEDI=DICA —T YV —ADERENET 5
enum A2 =2y MZABRENTWVWAE Y XFTLDDNSHIEE XY FT—o v E
VI ERGTIS
db TBERERIET BT T 7T —2ZAN—XE2EET 3

RITETICIFEEOH DY ETH. B’ 5 DK SIT hitachi-systems.com (CRIET S IP 7 KL AP K
AAVD—EEREBCEET, REEECDLIGY IV THERRDA V7S5 %HAE L. BEX
RZBRELET,

esktop

i-s

5 Amass C hitachi-systems Dt 7 R AA D &FE LSRR (—E2Bik)
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Amass TIFZDMICE. B6 DKRSIHEE LI RAAMVRERERTESDT—2Y—R &YXMLL
e, W7 OKSITEE LIBRHEET S AN & ) X MELTEW R EFIBICE > TEL DIERE
BBTHTENTEET,

d1—H%—HA4 F (hxxps[]//github[.Jcom/owasp-amass/amass/blob/master/doc/user_guide.md)
ICEEARNEHEINTLNAEDT, BEEL TR Y FEEH L THTLEELY,

enum -1

B 6 1BELIE FAASVRERRCEDT —2Y— A& A ME

7 18 LT EE T 5 AN Z U X MME

4. bV

SEIE. OSINT fFBR TWeb ¥ b /A>T SH&ER) £LT V=L EZRBWLT Web A koA
V7T BBERNEDFELY —IVEBNLE L, OSINTAERISSEITHRT TIHL OSINT BD
VW E S FELE Y, FT-LATOREDENITECTY —IVEREL T ELPT LY —
WERLTHBILLBENOLET,



Human «IT

ANEITOFHT T, BEELBHOY - 2%,




