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4625 (AT A VHKK) ®. VE—FTRI by TH—ER (RDS) OOIF VARV FTY,

Fle. AT A YT —ITHB Logon Type |&. FREERSEA N> f CEFEINBETHY . TH
ZThoHEEO s+ > AEEERLTWEY, £/ Logon Type DEMZELFITRLETY,

Logon Type &R B

0 System SYSTEM 7 AT > b+ (0S5 &) 1K 2 AERHEINIE

2 Interactive A—H—lt&kBarvy—ibad4+ Vi EORERO T4 >

3 Network Fv hT—oRBETOOTF Y

5 Service P—ERICKBOTHFY

10 Remotelnteractive | UE—FTRAY by THED) E— MEETORNERO 4>

BEORBEOOTA I —ZHR#%EL. UTITRLEY (RERETRDIE[YAT ] 588,

Event Target Account Logon Type Source IP
(/> I ID) (HRT7HIVH) (A5F>%247) (5T IP)
382 Sec 4624 SYSTEM 5 -Service
58 RDS-LSM 21 [RRX7] a—Aib
2 Sec 4624 [RRV] 2 - Interactive 127.0.0L.11
2 Sec 4625 [RR7] 2 - Interactive 127.0.0[.11

FEQOTERREOOIF VY —RRDORD SN BT EZLUTITRLET,
11TBE&KY. OTF VBIIDKRHED SYSTEM 7HT > &S Logon Type 5 (H—EX) @O
JELTEFBEINTVBZEHDHYET,

- 247TEH D RDS-LSM (&, RDSICEET B AN hDEE|EEND A N> b OJ T Microsoft-
Windows-TerminalServices-LocalSessionManager%4Operational.evtx & W5 7 7 A JUICREE
NTVWEY, AV ID21EOTF VhEERLET,

RDS-LSM [F RIFBIC K> TV E— T RY by 77O TJL (RDP) EAWEREIF TRL.
A—AILBTF VEICHRRENZHBELNH Y. EFEORE CIEEET IPHAO—HILE LTR
bh L& Ll

+ 2 30 AfFETIE. XAV LTVWBRRT AV Y MIERDI—Y—7 AV b ERd XFF|
DEFEENTH Y. 3. 41T7EOEET IPITIL—T NNy o7 FLA (BpBEE%ZRY IPT7 RL
R) TH% 12700011 mEDEHRENTLE LT,

HUEDTELS. UTFDT EPHERTEE T,
17 YRATLIREBZATF VIEEYS BNV FTHB,
<2, 30 417ER. Y —ICKBERDOT A VRS 1M\ F TH B,

LHLAED S, 217ED RDS-LSM 21 & 31TED Sec 4624 B 1—H—lc K B05 74 > HRINICES
TBANY N THBIGE. D 58HE 2HTRECENDHDRITENRNDY £,



ZDENMELCHERE LT, iR CHEALR IO DRERB OEZVHERLTVS EHRIT
ETXY, HRERIET 5726, 7R Cik oz log-metrics A< > FERITL TSNS, £ED
RIFCOEOYTDREFHBE T —2 YA XZUTFITRLET,

AR O 7740I1VA
Security.evtx (Sec) 20,684 #2508 20.0 MiB

Microsoft-Windows-TerminalServicesLocalSessionM

anager%4Operational.evtx (RDS-LSM) 1,649 #94H 1.0Mi

AR CENTe K SIS EBDRE T3+ 21 )7+ A7 DY A XHIRISIFERED 20 MiB £ %52
THY. YA XFRIGET2E070—7—Y 3> (GLEJTDEEE) BMIEDNET,
tFaUFAiKid. OA VIV -1 TTECHREBLEL DGV AT LY —EXIcLD
SRELE BEEANY PO SEE CRRENE T, TDRsH. AT 0—7—> 3 VOHEHEL G,
REHBHNN 25 BEBG>TWET (REPREISEHRBEICE > TEFHLEY),

—75C. RDS-LSM (&, 1REERTE T 1 MiB [ 1 ZHIRENT L2 E DD LB EEERSEE HMEL
fe&. REHEHNN 4 RLESTHEY. M3 AAMETCOI—F—O7F VFINA Y bHE
BENTVET,

INS5DTENS, OFF VBT BARY FOHHRDEIF. OF DREFHEOEVICER L
TWBTENTHYET,

ZDESIE, FAXFRICLBATO—T—2 I VHRESNTVHE. Y AT LRI
Ko TCRERETA—T—Y 3 yEn, BNOBREORROHEE CELVHIRELH Y ET,
Z5VoBBBIHA. tFa U7 AT TIREL DA JIC DV THERERDIERZ
BELTES T EDEETT,

3.1.2 O 7 VERMHEOREER

07748 —DOHROBICIICle. YATAIKKZA7F > ED1—Y—|c&LpO05F>D
HERICDWCHREL T B1cdd. ZNZNDOT 7 > ORRIHDER AR LE T,

A4 YY) —"Tld. ATAVE/ KBOT7 AUV b Q77 ViRl HE8E VS ZBRD
BONFITH EDOBMFICOTA > LichEnh Y £ A, BREFEHRT 3728, HifR Cik>
fz csv-timeline AR > F&EETT L. BONBEAERD 2 A LS A > % Timeline Explorer THE
BLET,

ROARY FEXRFTLET (ERTIIIBRBEHLDLBIZEDHY FT),

hayabusa.exe csv-timeline -1 --time-offset 7d -o normal_timeline_info.csv

AF¥ v VU4 — FEEHFRREINE I H. #&E)L—)ViE Tinformational ] LLE®D LANJUH G+
JAENS [5.Alleventand alert rules) %33R L. LIEDZEIRIEITAT n) (no) ZANDLET,
EHAESE LT, SEO&L S ICEMEEE% linformational] U EETBERA LT A DY A
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ADKRELBEO>TLES D, REDANRY FOTAERIIE T HWREIL—ILD LAWK
THRIT BT EAHRELET,

SEIFFEROZOHE VIRV — VIR S ERHMBH DR MUEDN\Y ZF > & iT7EWND 5 <
B3, RHNEEELITTOVEYT, £few ZALTA VDY A ABPARELESZ T EAEF ST,
l--time-offset) 7> 3> CTEE 7 BE (7d) DAY FDIHEFRE LTVET,

hayabusa.exe D&% 7 # JVZ—IC CSV 7 7 A ILHEADENDZ fedb. OTFA T — ERAKRD
F|[ET Timeline Explorer CRIE %9,

AN~ OYFAEEE Timestamp ITEREREN TV BB Z5BRICHER T 58, A 70O0—)L
LTEEICHRTED LS ITDREETEVE T,

AR Search options %7 1 w7 L. EZBITRIE NIz First scrollable column @ 7L 2% > A
Za1—7 Timestamp Z#RT 5 LEETNE T,

®) Mixed or And Exact Behavior | (®) Filter Search

First scrolable column E&‘x

Line
arr

Tag
all Rule Te

all Level
. Computer g
ated in Uncommon |t Pi
Channel
ated in Uncommon |gyent D IErP3
ated in Uncommon |Record ID It Pi

Details

B Extra Field Info :

ated in Uncommon It Pi
Rule ID

AppX Deployment Full Trust Package Installation

ul MSIX/AppX Package Installation

ul MSIX/AppX Package Installation

ul MSIX/AppX Package Installation

ated in Uncommon | = G

@ Search options

Total lines 4,867 Visible lines 4,867 Open files: 1

Flee 24 LTA VIEBETIE Channel TEICDDNTERFTIHEATVEY, SEIE
Channel % [X3€ I BT THRY 51, Timestamp Ny ZA—%42 1) v L, FIBICHEAN
BAET,

Drag a column header here to group by that column
Line Tag ITimEEtamD l Rule T

Y| = [ s 3 e
’ 1 2026-06-25 ©7:51:54.457 +09:00 |MSI In
2 2026-06-26 20:22:45.719 +09:00 |[MSI In
3 2026-06-26 20:22:46.953 +09:00 |[MSI In

0774 VICETBAN\Y b ERERT 5D, T IbZ—ReEZAVTEF1 U 7 O7ITKRY
ABHET,



Channel FINy B—HEDT 1 JVEZ—T A% 1) v L, search #lc lsec] EAFIL.
SecEF v, CloseZ7)vo LEY,

Channel LA.A.w Sy S B e e S | o P ey

| Values Text Fiters
= Sec

ISec
; Sec

[]sec

Sec

Sec
Sec
Sec
Sec
Sec
Sec

Sec

Sec Clear Filter

A7 VEHEA N MR &I FERDFIET Event ID 51T 4624 (2774 > pTh) . 4625 (1
THVRE) DTV 2—=BRLET,
TEROLSICOTH VEEA Y FHEERTITRRENE T,

o7

Line |Tag |Timestamp « [channel T|Event ID "|Record ID |Details

Y = [} e = Sec = 4624 Alc L=
»

3186 2026-06-26 07:22:06.599 +99:99§1 i 1527110 Type: © - SYSTEM
3201 2026-06-26 07:36:26.477 +09:00 |Sec 4624 1527984 Type: © - SYSTEM
3251 2026-06-26 07:42:35.914 +09:00 | Sec 4624 1528681 Type: 2
3252 2026-06-26 07:42:35.914 +09:00 |Sec 4624 1528683 Type: 2

TTTlE OVF BV —IcbV\WTA—F—lckBO7F 14N> b &H#EH] LTz Logon
Type 2 & VAT LICKZAT A AR~ EHERIL Tz Logon Type 5 DA N> k CREH &
H®LET,

Details FJiIc&E NS Mype: OJ H* Logon Type £FK 9 fzé. [Mype: O OXFFIHAEENS
DESIHTTaIVZ—EBRALET,

Details FJ~\ v Z—DTFDASRIT TMype: 21 £ AFILT Enter ZAFIL. Logon Type 2 DA
Ny hHEFREN2REEEZERLET,

Timestamp ~ [Event ID T|Record ID Details
o = 4624 A (0 Type: 2
2026-86-26 87:42:35.914 +89:00 | 4624 1528681 Type: 2 - INTERACT

2026-06-26 ©7:42:35.914 +09:00 | 4624

1528683

FERDFIET, 71 ILZ2—% [Type:5] ICEEL CRETERRLE T,

T 2 - INTERACT

e

EEDRIFTIE. UTDEALI RS CER L.
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+ Logon Type 2 : E£EDEFKBRFEHICEH L TaoEx
« Logon Type 5 : Bl & B0 d 508%

TINS5 DEEFEDERPRRT AT > rEDEREL Y. Logon Type 2 DO Y ($ZEE DR
REFDIEROOT A VICEELTeANY FTHY. Logon Type 5 DAY & OS PH—EREE
DYATLCEBOTFVCEELIEANRY FTHBEEZASNET,

fefe L. EEOOSAEBEICHLTIE. BEREEP Logon Type ORERS S TEHEAIDREEE LT+
BRERERBNH, HOEREBHY CHR LHEEROBELAEH S LHEETT,

B ZIEEF 217104 TlE Extra Field Info 71| (C 52 & & 11T L) B LogonProcessName H'
User32 THNIEREERIO Y A >, Advapi CHNIEY AT LBEEDOY A > THBT EHRLT
BY. OFF BT HHEROEMIFITERTEE T,

Tl - \O7 VI EZB L THZRFLDOEBERBEEZHEL. OTDR A LAR
VTERBRETBHTET. EROBECHBHEMIRT HTENTELT,

#ig 270X ID (FOLRXZ—EICHTS ID) OEREELEZHT. TETELHBHRDL
SEZEROOTF VEEANRY FOEAZIEEL. RROOJRAEIHEATEETEL &,

313 7hV Y NEEREORER

WREL, BABDERER PR, BEHFOERVDHIT, 7HT Y ~OMER/BIR. 7Ib—
T8, KUY—BBEEEDTHY Y NEBREETESTERBYET,

ANV ~ID4720 (7 AT MMERL) . 4723 UNRT—REE), 4724 (IXRAT—RUU4twv ).
4726 (7H7 > bHIBR). 4728 (VO—/\ LT Ib—TFIC A N—8f0). 4732 (B—AHILTIL—
TITAVIN=BMN) . 4739 (R Y—FEF) BEDARY FTT1ILE—%{TEWN. 7HO >V b
BEEEDANY FEHELTHEL LD,

EEDRECIK.FERICT7 AT Y NEBEEANRY MMIRHFINTWEEATLIZ, HIELT.
THT Y N EBREETE OB RICRBRENSE ANV b ETFEITRLE T,

Rule Title Level |Event ID T|Details

L e e e

User Added To Non-Admin Global Grp low 4728 SrcSID: S-1-5-21
User Added To Global Security Grp med 4728 SrcSID: S-1-5-21
A Member Was Added to a Security-Enabled Global Group low 4728 SrcSID: S-1-5-21
Local User Account Created low 4720 TgtUser: strikep
Password Reset By Admin med 4724 SubjectDomainNam
Password Reset By Admin med 4724 SubjectDomainMNam
User Added To Local Admin Grp high 4732 SreSID: S-1-5-21
A Member Was Removed From a Security-Enabled Global Group low 4729 MemberName: - |




w

A4V FOSEERBOFES
B - AU Y FEBICEL T, /XY FOJARBOIESAUTITRLEY,

=101}

+ Logon Type DRSS :

Logon Type : 3 (kv bT—7%) ®10 (UE— FREER) DAY FHAFEEICEEINEWD
WRICBWT. ZNE5DANY EHARELTWVBIHEE. BEEICKSDE— FHSDEADER
FDAEEMEEZEZASNE T, ZDEHITEH. FERHTED Logon Type I K205 F VH EDFE
ERELTVWRZOLERBEL THE T LIFEETT,

O F VERBDIS—O— FORESE :

O 4 R (4625) A X kO Status +° Sub Status DIERICIE. AY 74 VRBDERERY
IZ—O— FHAREBRINTHEY. I7—0— FHh5 DI—H—ZHEELEWV] [/IRT— RERY ]
HEDFREZFHRMD T ENTEE T, AIAIE KEBEICLZOYF VAT INAT— BV
&0 AR L TWBBEIF. KRBEN/NRT—REBELTVWELTE. I—H—%
IEDOWTIFERHR L TV B EREA D Y £ 9,

- 45HES)V—THEM ¢

Local Administrators (O—#)V&EEE) 7 )b—7 DB (4732) . Domain Admins (R X
A VEEE) JIV—T\DEM (4728) LW fcA RNV FHRBBEINTVBEE, WEE(CK
HIERFEDIMEDTHEMEE L TERDIBETT .

IC, FEOREDOKLSICEERICT AV Y MEEEEANY FHAEE LEWESIE. P8 TEH
SEEDDNIETERDRIEIC L BB EON I—F—ADET7 ) IR ZDMA T HE ETHRT S
£31ELEL LS,

3.270t€X - BifE

KETlE. BEDPC CEEBICEITEINTVWS TOLRADEAAEIEELE Y. TEROER
ERELCH T ET. BABOAREEE (RIVY T 7DEFT. XEbiE) OBRHIC DA
WEY,

3.2.1 24 L5 A VIcH T BRIV — I VEESR

A8 CR1T LTz csv-timeline A Y FCHATNZ 214 LZ 1 > Tld #&EIL—JL (Rule
Title) HNBARY MAMENE T,

BEV—IVERER T AT E Ty AN FOBEEANERLCIBET AT ENTEE T,

O Y RRTFEDOT U —IEEVT. ELANVTORAIV—IVEERL 5 DHARTIENE I H
SENE A LTA Y TIRNTORMIV—IVERERLTHEL &£ S,
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% . Timeline Explorer [CBWT. 71 IbZ—7 42> ) v 7 BEEA ~D Clear Filter £ 7 1) v
7L, B CER LTIV 2 —%RLTEEEL &£ D,

RIT, BWHV—)VHEDN TS Rule Title FINy =% F)L—HAHLTUTIC RSy GT7 VR
FOovZ7L%Ed,

& Timeline Explorer v2026.5.0
File Tools Tabs View Help

normal_timeline_info.csv

Pr‘ag a column header here to group by %colu@l
Line Tag Timestamp « JRule Title

T = u a4 afc

b 3373 %2626—96—22 B87:35:18.679 +E39:E]E3§ Computer Startup

2026-06-22 B7:35:18.823 +99:00 |Device Conn

TIV=TMENRBRIIL—ILD—BEE L UZNZTNDH4E (Count) DR CEE T,
Efe. FIW—TD > 20w o9 JIL—TRHDANY hZHRTEXY,

Rule Title =

Line Tag Timestamp « |Level Channel
T = [] oHe oBe D
> Rule Title: Potentially Malicious PwSh (Count: 455)
> Rule Title: PowerShell Deleted Mounted Share (Count: 1)
> Rule Title: Powershell Detect Virtualization Environment (Count: 2)

> Rule Title: Proc Exec (Count: 28)

» {v|Rule Title: PwSh Engine Started (Count: 1,416)

4294 2826-86-24 ©7:55:55.834 +89:00 |info PwShClassic
4295 2026-06-24 B7:55:57.561 +89:80 |info PwShClassic
4298 2026-06-24 ©7:56:04.321 +089:00 |info PwShClassic

BEIV— V2D SBEIE DD Y £TH. SRV —ILOFBEEREANZWEEIF. LTFD
URL H*5 Hayabusa D&V —IL D GitHub U AR b UIC7 7€ X LT, @EHIL—ILEPAN
YEIDTOT7AIiEREEZAVTER Y 7 IVERERT 2 LEHTIHLET (RN
W—IVREEERT 71 IVAIE—HL TS EIFBRS TV s, &IV —IVARDEE TIRERT
B EDTRMBETT ),

https://github.com/Yamato-Security/hayabusa-rules

BEDPCTEDLSBHRII—ILDANRY bH EDOKSBHIEE, 24 IV TRELTL
B L. FERICGRREINSGANY FOEAZEBELTEEEL £,



3.2.2 AR b DFMMEESD

SEE. LNIVABWREIL—ILDA R MTDWTHERLET,

Level FINw #—%&, FJL— L) 7Ic%H 3 Rule Title FINw K —DEBIC RS v I 7> K R
Oy 7L%E9,

Rule Title
Line Tag Timestamp A| Level Computer
T = [] Al e ‘nﬂ:

> Rule Title: Potentially Malicicus PwSh (Count: 455)

TREDE DTNV T ENRI— IV ZHERT D EDTEET,

Level =
—— Rule Title =

Enter text to search...

Line Tag Timestamp 4 | Computer Channel Event ID

T = ORRE - obe o oBe

> Level: info (Count: 3,081)

> Level: low (Count: 285)

v Level: med (Count: 541)

v

Rule Title: AppX Located in Uncommon Directory Added to Deployment Pipeline (Count: 6)

Rule Title: BITS Transfer Job Downloading File Potential Suspicious Extension (Count: 3)

~

Rule Title: BITS Transfer Job With Uncommon Or Suspicious Remote TLD (Count: 17)

v

Rule Title: Malicious PowerShell Keywords (Count: 1)

v

Rule Title: Potentially Malicious PwSh (Count: 455)

~

SR LTEWEEILV— IV Ib—T & BRI L. &EIV—)IWTEE LA\ FERERLE T,
Details ZIDRABE L TIVY )y I TR TET. ANV FOFEEHRET BT ENTEET,

BEDPCT, LNIVHABWERHIL—IVTREIENTWS AN +DFFHlZRE L THEL &
o

EEORECRIMENFT. EBHLANIVD S S ERHB SRRV —IVZHREL. E&ET 7
A IVERE DR E HIC U TIERLE Y,

Rule Title Level Count Channel Event ID Description
(REIV—IV) (LNJb) (%) (FrRIV) | (AR D) (&5ER)
Windows 1& & & & ¥ B & h fz
Potentially PowerShell DE17% BE#ICEZER L. O
Malicious PwSh med 495 Pwsh 4104 TNV MEE (Warning) 1 & LT —
79%
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LEEED®FIV— )V Potentially Malicious PwSh DA XY kD—Fl& LT, EEDRBTCIELITD
SOGBWOERINTVE LT

« Z91) 7 b4 (ScriptName) : UsersinfoCollector

- fR7F/\R (Path) :

C:¥ProgramData¥Microsoft¥Windows Defender Advanced Threat Protection¥DataCollecti
on¥....80.ps1

- 70/\14 Z—% (EventSource(Name)) : Microsoft.Windows.Sense.Tvm.Collector

TNSDERZ. Microsoft DAL FF 2 XV Mo EDBEREBRBRLEDNSFHHNDE. RY
U7 a1 —Y—1ERENET DR )T THBT &, R1F/NAD Microsoft Defender for
Endpoint (MDE) &5 EDRDTF—ZURET + IVEZ—ThHB T &, TOINA Z—RIEBHEIN
TW3 lSense] K MDE DAEH —ERAZTHZ T LB EEHZHMADT ENTEEY, Ffe.
A7) 7 EERRIT Microsoft DI— REBADEHRINTWVWE T EHh5E. KAV K& MDE A
EHARIT I AERDBERNEANRY N THBEEZASNE T,

TDOEIIT. ARV NOYDFMIEREERT ST LT, WEDEWND. BEIHENLE S D%
FHHEBZENTEET,

T, FEANY FOFEICEALTEVFELLAELEWEER. £F2 U7 07DAXY |
ID 4688 (7Ot RERL) %ZFERY BAHEDHIET,

BRLEWARY FOT7O+XID (PID) ZEZEL. A—O7O€X D #FD>E+a2 7,0
4688 DANY hEHMETZ T E T UZTOLADRITTZHT > b (User) . 5=1F/8R (Proc).
7Ot X (ParentProcessName). AX > RZ 1 > (Cmdline) & EEMETZTENTEE
9, ELRBNAEVWT AT Y P —BT7+)IVE—GBENSDRIT. BELEEZRIOLA,
RELGOARY R4 VGEHNERINIEEIE. BEEELEDONET,

7. Sysmon OFITIE 7O ADERN K U EHMAICEEIR I N 2. & LIRIEIC Sysmon HiE
ATNTWVWBHBEIE. BEMICHERTSESICLELL S,

323 /XY FATHEROIER
TJOEX - BEICELT. AV FOJRAEROFEREUTITRLET,

« RENV—IVA® LANIVTET THIBT L ©

LAJLAY high DiENL—)L. #&%E1)L—) L& hY Potentially Malicious PwSh (%7 PowerShell
£17) VO BRIDORIMIL—IVTHO>TH, FEEDRBEDLSICERDY 7 U 7IcLD
AN S THBHEDHY ET,

ANV S OTREDORICERTEDE SO ZHIMT Bledlch. FERICERARER TG L TR
TNBARY FOYDEAY. RIT/NA, - EDFHBBERAITCEL THE. HREMIC
HWrd BT ENEETT,

s EEAMICRET HBAINY k
EHMICRET B bE JIV—T R > —@EA EDR EHAUNES £ D BEIEDRTAEME
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HBUO—AT. RIVY 7 OEMNGEBRTICE B RAREOHR) HMIEDNTLS
THEMLBYET, Ffe. EBRIINRET 5T OLRTHROKIED 1 DTTH, /\y F=
PEFIRGE DTN B B0, FHEDN—RS1 > EDESD, ZOMBEIES & ITHHT
THTENEETT.

SEKTTETERYET,
MHayabusa TDA N> b OJAZE FEEESSRE] Tld. Hayabusa & Timeline Explorer & BT EE

DEHDPCOANY FATEHERT BN\ AF Vv ZREL. AV FOTREICEITEIEAPIER
ZEELE Ll

RENG, YV TIVOBEA XY bOFJZXRIC, Hayabusa & AW EERMAZE D7 E PR R & MR
LET,
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