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OSINT AEDRMEHE IF. BNz OPSEC ZHA TWAREND W ET, IHAKDTILD T 77 ICRET
SN D). I EATIP 7 RLAD ST 72 A TDMERDREEITRN S AR B
eV 2k, YVRIVBEBETIOLA L LT, FEFBERISENGWER-REN S, HARY b T—
TUNADST 7R ® TEELTWAEAT AT b - 7N XA%FERA LRV 75 E OPSEC 2R
BT BAIRENHVET,

K@% OPSEC D—Al& LT FRENTWEWY =2 v ILAT A T7OTOAT7 7A IV aF >S54
VSR LTHBL T EDNFEITONET T, BIEITNEMNEIV—)VIE. AEI AZIRTEENEDLH S
EWSTETHY ., BICZADHEZBRRTHI L THANETT, SANS DX—|C OPSEC D
FSDRZ TS0 T 4 ADBHENTVETH,

F7z. Webcast Best Practices and Lessons Learned from Starting Up OSINT Teams] TN T
WBDT. BUTBRETNFS

% 1 https://www.sans.org/blog/what-is-opsec/
% 2 https://www.sans.org/webcasts/best-practices-lessons-learned-starting-osint-teams/?msc=blog%20what%20is%200psec
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3. OSINT A&

3.1 OSINT SAZERIRD %l

OPSEC ZFEIR T B Teslc. S[Elld Trace labs #HDREREZBAWVWCREREZ /L LI, Trace
labs DY A M7V 2ATEE. K1 DK S OSINT BOREERBENBAEIN TS T EDFESR
TEEXY, RIEITIE Github ELST7 7/ IbEZ D> O— RT3 EkEYET, SEIE VirtualBox
BFDT77AIVEZ 7 O— R L TREXEELET,

e April 2024 Release (i

Trace Labs OS I NT VM Consider this a maintenance release

« Catches up to the latest version of Kali
o Install script has been stripped down but now includes Tor browser

« Set the stage for future focus on guides and resources

v Assets 4

Dtl-osint-2024.2-virtualbox-amdé4.ova

Dtl-0sint-2024.2-v amd64.7z

[source code
Download OVA

1 Trace Labs #® OSINT B VM DA 7> O— R A & (https://www.tracelabs.org/initiatives/osint-vm)

AyvO—KRLfcova 770 IVERTIV7 ) w35 K2DEKSIC VirtualBox DIRAET <
AT VADA ViR— EHARRENE T, VirtualBox Z 4 PC IcA X b —JL L TWEWBEIL.
ARG A FHSHFICATYO— FLTLREEWNSS, REBEDOY 1> ID & PASS IEZhZh
osint / osint ©¢, AV A > 9 2ER3DEDITOSINT BICHRZI A AENTARERBEAFRT
EBHEOICBVET,

{RIEFISFATIADRE

AR = BIRIET 5 P ST SV E(IB TS VT S B 55V vn s
g %”E%}%,Z;EQ”M oA EB CEFE. 2E. LI FOF oA kRAL TROI0NT

R ATL | s
& & tosint-2024.2-virtualbox-amdé

Kali Linix

tps:/ o Kaliore/

Offensive Security

https:/

Folling (tl-osint-:

TLOSINT VM (1 virtua boc-andse) «64. v

adapter MAG addresses 5

amd6d) x64

RIETYOEATHNE M) [ C¥Us
MACT ELADAYZ ~(P): | Include anly NAT net
SBT3 [ V= RESHATEVDILTA A= HD a

RIEPTSA PABBENT S A =

AN TEA-HE-RE)| | Rate) FeNO)

2 VirtualBox NDRAEERED 1 > R— b X 3 074 > Trace Labs 10 OSINT F{RABERES

3.2 OPSEC DDFERR

g LTeRIEREZ AW T OSINT BAEEREL TOWEX T H. ZDHIIC OPSEC ZRER L THE T,
“WhatlsMyBrowser.com” * * i&, 77 € ATDEREHRT 2941 LT, TSIFOREP P 7 K
LR, VAT LEREEERRETCEET T, B4 (RX—2) & FireFox T “WhatlsMyBrowser.com”

% 3 https://www.virtualbox.org/
% 4 https://www.whatismybrowser.com/



7R LIERTI N, Linux D Firefox 115 N\—I 3V TT7 7 EALTWB T EDRREINT
WEd, Ffz. JavaScript ¥ Coolies hMEIMEENTWLWB T EHbH W E T, JavaScript KBS
nTWd &, Web 1 MMT7 272X LTIcBRIC JavaScript T7 0 C ATDERENETEET., 77
T RATDBREATEEDNEVEEENEVCOHICHENLT ST EEHELEITH. JavaScript B
BMEENTVGEWLE Web R=IDQR S ELRREINGEWEEELHVET, ZDfesd. 774V F
TEMELTHE. BEIGCTEMLT 2 ERRUHIST 2T EHNBETT,

YOUR WEB BROWSER IS:

Firefox 115 on Linux

Out of date web browsers can have security problems and may cause websites to not work properly.
You have version 115, why not update to version 1272

How to update Firefox

Your web browser's unique URL:
Send this link to Tech Support to share information about your system details & configuration.

YOUR WEB BROWSER'S SETTINGS:

Now that you know what browser you're using, here is a list of your web browser's settings. This information
can be helpful when youte trying to solve problems using the intemet.

Is JavaScript enabled?

,,,,,

ZOMITIE BSITRTKSICIPT FLAROAYEL—2—PT ST —DREELRRENT
WEY, INSDERNMEFICEDS £ ERIERZEHEDESZIETT /L ATZEHEND
AIREMD D VKT, TDeH. BEBOR Y FT—UH 5 OSINT AEZEMET 5 &, HRHERIX
ELTWB T ERT IR EIb Y OPSEC HMEGRDNE T, ARICIETORZERALTWS D
DEELHRCEE Y, TOR TV VL ATTZMET ZDICEREY 7 b U7 TIH. SEIE VPN
ZRWCIP7 FLRZWEY 2R 52BN LET,

YOUR REFERRER Test your internet s
s 1 101t o st our et conecion
WIFI DETAILS
mmmmmmmmmm ik
IP ADDRESS olor depth o you
rpuias o TR (e, WO BT
Address.
BROWSER WINDOW SIZE 2093 1141 pixals
LOCAL IP ADDRESS bt d
. [Ty
‘your computeron your
network. DO NOT TRACK SETTING Do ot Track is disabled or nof supporied
LOCATION Yokohams, Japan, Earth rack you.
(v
.............
'''''''''''' DETECTED ADDONS
W have detected
INTERNET SERVICE Couldntdetect  peeem addons.
PROVIDER i o
sk USING TOR? o
pany providng y Cobesn ook ey a5 comig om a TOR ext e

mmmmmmmmmmmm Ave you using The
Onion Router netvrk?

5 WhatlsMyBrowser.com CHEsS C & 5168 (2D 2)
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33VPN ZHW:7 7t AT IP DEESE

VPN & & “Virtual Private Network” MBS#RC. 1 2 —% v M@EZEES{EL. IP7 FL A&/
ET3ILETT—REFE=ZENSRET ST —EADTETY, TLT—VEFS5 . BED
SHAF Y FT—INVPN 5 LEBETE S SEEICEREINTVEYT, —AT. EALHHRS
EHAREEN, FEHERDFA VG E T A N—KBEDBARRICLERAINSG T EEHYE T,
SEll&. OPSEC ZFERY B1z&ITIP 7 RLAEMET HBEMT VPN ZFERALE T,

WN%ﬁﬁﬂ EXDEZHY. Google DY TRY 1) T3> - H—E X THS Google One

2% N3 Google One VPN ® NordVPN G EDVB W £ 9, SEIE. EAENEMER I OT T

7 k& LTHRALTLS “VPN Gate” *° LT VPN 559 255N LE T, VPN Gate F4f
FEBTIOV T MME. BARICFET 2REAZICE T 2EMNEMEEBNE LTEBEIN TN
FVSA B —ERXT. FO0—/NIVx2EEAR VPN ikt — N\ — B 2B %1585 L 5B
HEETNTWETY, VPN Gate Ic7 7R T35 E. K6ITRT &KDIC VPN ity —/N\—hdbBE &
DDNS %,/ IP 7 F L AP ERRTRE G A D R CE £ I,

Vpn954093955,opengwinet
23.241.200.22
Uit Sates

arERRYY P
B2 SR U UDP: 1750

B e tuvyay  sasuons T
E e o v v v
uuuuuuu 2 59 A9

Openven
BED7ON
TcP: 1206

avERRUY - TCP1208
QYR BRE | U0 Y-k

public-vpn-184.0pengw.net 270yY 3> 752.80 Mbps 1811620
® = o 16 s am vV v
B | s sn e sscomat) ) s A | s
pitien
e
a7t SR | U 9=
. weeuyay  ss2aomops L
B e
Japan. A% 8,007,125 AHA SSLVPN L2TPIIPsec
37637040 GB. Nﬂﬁ‘é LLEd

aes
Priicppidend Piianct

6 VPN Gate CHIFRIRER: VPN —/\—&

6D OpenVPNFRETZ 7 A IVET ) vy T5E. K7 HRRENDDNS KR Mah IP 7 FLR
DREETNTWSovpn 77 A )VEZ TV O—RTEXYT, 4U>0O— RKLfovpn 771 /L%
FEL. VPN —N\—BHTA U Z2—RY MR TESLDICLET,

DDNS A FEAMBHIAXNTIIS .ovpn 77 1)1

#&#% DDNS 7K 2 | &: public-vpn-197.opengw.net

& OpenVPN #828E: public-vpn-197.0pengw.net (TCP 443)

©OpenveN

RE, BMAT 7 A 791 - L5 SENE VPN Gate EHAT BRI IP 7
Eth,

IP 7 B L AAUBHIAENTINS .ovpn 77 1)1
S IP 7 L R:219.100.37.211

= OpenVPN 84588 219.100.37.211 (TCP 443)
B 7 DNS KRX covpn J7AJb

% 5 https://www.vpngate.net/ja/



ovpn 7 7 A JVERET 2HEZEHLE T, M8ITRT KOICELEDHFRETHEHS 7 A IV %
21)w % L. VPN Connections] — F'Add a VPN connection| #3ZRL %3, ZD#%. [Choose a
VPN Connection Type | h&RRE 5D T, Nmport a saved VPN configuration] &R L. 2V > 0 —
FL7zovpn 774 ILEZBIRLE T, ovpn 77 1 IVERIRY % ERERBHRBENS e, K9
DESICHETD lSavel 7 ) v o LTREEARELET,

A @006 | @

Choose a VPN Connection Type
sh to use for the nnection. If the ty
Wired connection 1
Disconnect

) - Import a saved VPN configuration..
Add a VPN connection... VPN Connections

Cancel Create..

X8 ovpn 7 7 A IJLDA R— K
] Editing vpngate_public-vpn-197.0pengw.net_tcp_443
Connectionname | vpngate_public-vpn-197.opengw.net_tcp_443]
General VPN Proxy IPv4 Settings
General
y public-vpn-197.opengw.net:443
Authentication
Type Certificates (TLS)
CA certificate vpngate_public-vpn-197.opengw.net_tcp_443-...

User certificate vpngate_public-vpn-197.opengw.net_tcp_443-...

y vpngate_public-vpn-197.opengw.net_tcp_443-..

Cancel

9ovpn 7 7 A JUICEERENFEREZRIF
ovpn 7 7 1 JVEREH. K10 DK S “VPN Connections” B 5RE LT VPN DF T v IR &
R 1)y 7 FBTET. VPN EGEHOBII LA Y t—IDhRREN. VPN HBMEFR S NIRRT
DEY,

Wired connection 1 ‘ VPN LOgiI’\ Message
Disconnect ‘ VPN connection has been successfully establis

vpngate_public-vpn-197.opengw.net_tcp_443 VPN Connections 2 ‘

Configure VPN... \ &
\ ¥

10 VPN SREDVEA & NciRRE
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VPN DM S NIIREE T BE TWhatlsMyBrowser.com| N7 27223 % &K 11 DK ST “VPN
Gate” CEIRLZIP 7 FLABNRREND T DR TEE Y., TOKIICTHEDIP 7 FLA%TH
ELT. Web U A M7V CRATEBDREICG ST LGOI L ZMERTEERT,

IP ADDRESS 219.100.37.246

Your IP Address can identify you onfine.
This is your public IP Use a VPN to heip stay private and secure
Address.

11 VPN #2F T 'WhatlsMyBrowser.com |77t R L fhER
34 2770y h—DFEA
TTTEWeb 7505 THA M7 7 LR T BBICRRENBABGLEL N ZvA—%2T70OY
99270 —RAD TSI A "uBlock Origin” Z4BN L £ 9, #4E L fcRISEREITIE Firefox A
TI7HIVETA VA R—ILENTWS 8. Firefox B “uBlock Origin” Z#:E L TWEE T,
12 DK S, Firefox =T Firefox Browser ADD-ONS |27 7 A L. ALD&EERR Y 7 AT “uBlock
Origin” Z AN L TIRERLE T,

> A X+

@ uBlock Origin
@ uBlock Origin Lite

@ FadBlock Origin

’ - & Decentraleyes
L cloXRel Firefox Relay @ AdGuard AdBlocker

® LocalcDN

Y @ Turn Off the Lights for YouT.
® Nano Defender for Firefox
D OF YouTube [Distraction Free)

Search in Merriam-Webster

12 Firefox Browser ADD-ONS DX—=7 (https://addons.mozilla.org/ja/firefox/)
I5E. B 13 D&KSIT "uBlock Origin” DR—IHFRRENS s, “Firefox NiBIN" &V ) v &

LET, 7Uvo% Ry T7 v THRRENETH, "Add" 20 ) v 75T ET. K14 (KX~
J) D& S Firefox DA _EIC “uBlock Origin” M7 A AVHFRRENE LI IBHEVET,

) ADD-ONS s

EXa)
Android™ i Firefox THRMATRE

uBlock Origin
YERL#E: Raymond Hill

“ Add uBlock Origin? This extension will have permission to:

Cancel Add
BNET Oy H—HEICRIE, CPUEAEY -OREENAET.

13 uBlock Origin DX—</



“uBlock Origin” DEVEZX 14 ZBR LEHASHEICHALET, ODERI—7DEL5%D
DT IRV IDBERIRREGY. EHER. BHENERLEY, el £ TFD "More” &
IVvIIBTETERAD AN Y—BRRTEND L SICHYET, @QCTHARRRLRIETAY
IOREERLTHY, fRIFE, K TAVY, BEIFTETOVIDREERLES, K.
OTHATREMD+HFFR, —HTAY 7Z2RLTEY. +H 1-9EDERZFFR. ++5°10-99
BDERZHF. — W T7Ay I LTWEEREZRLTVEY, @27y I35 ETRET
TEALTWVWBY A bD JavaScript 2 7Oy 7 ENB LI ITHREENE T,

whatismybrowse

googlesyndication.col

webbrowsertests.com

14 uBlock Origin (DE[E

15 I, uBlock Origin C JavaScript & 7 0w & L 124RRET WhatlsMyBrowser.com (77 7 £ X

LTciERAERLE T, JavaScript DBEXELDEFTZ RS &, ” No - JavaScript is not enabled” & &R

TNBESIEBEofeTENS. BRENBETICMEL TWLWB T ENDH Y ET, TDEKDIT “uBlock

Origin” ZfW\% Z & TAES JavaScript BEIER . REDTOv I/HMThbhaZEhb, 7€
ATTDEREFRETED L SITHEY OPSEC gk ENET,

@ @ WhatbronsertMybrows X+

@) WhatisMyBrowser.com

YOUR WEB BROWSER

Firefox 115 on

15 uBlock Origin C JavaScript &7 0w 7 LTZ4RRET WhatlsMyBrowser.com (€777 £ X LTZAER
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4. OSINTY—IVDT v I3X—7

ARDREICOSINTICHERGY —ILD Ty V=V ENTH A P EBNLET,

16 DA hE.

TEREELT - TEICHIARRERE OSINT YV — LT A D EEFE 2T Y I—U T, EERD
HBT—REEDL CERLFRIERENST7 7 EAL T EDLSBY—ILEDHEETATETN

ZTNELTHTLEEL,
A) OSINT Class

Read me!

Most of these resources are free. Paid resources are indicated
by:
+ 5, for very cheap resources, or paid sources that have a
free tier
+ $5, for paid resources that cost up to ~$Tk USD per year
+ 55, for paid resources that are usually procured via
enterprise agreements or don'tlst pricing; they could be
pretty cheap, or they could be tens of thousands per year
You should always practice appropriate opsec, but we've tried
to label riskier resources with a bang ().
DISCLAIMER: We are not liable for any negative consequences.
of using these resources, including but not limited to: criminal
prosecution, lawsuits, technical problems, or mental
consequences of viewing offensive materals

Search Engines

G Google

G Google Advanced Search

B Offensive Security's Google Hacking DB

*+ DorkSearch - Google Dork Builder

@ Bing

O Yahoo!

Y !Russian - Yandex

© ! Chinese - Baidu

= Search Engine Links (List of specialized search engines, L.
) Search Engine Colossus - List of localized search engines

SANS OSINT

Practical Open-Source Intelligence (OSINT) Training
Join the SANS Cyber Defense [ OSINT Discord Server!
Advanced Open-Souree Intelligence (OSINT) Gathering ...
SANS OSINT Summit 2022 | Call for Presentations

Also check out SANS CTI!

Translation

Bx Google Translate
@ !Yandex.Translate
@& Google Translate on the App Store
b Google Translate - Apps on Google Play
== § Amazon Translate — Neural Machine Translation - AWS
@ $ Deepl Translator
rltranslator
[ Bing Microsoft Translator
) Awesome OSINT Language Tools
2 § Amazon Transcribe - Speech to Text

Researching People

[ namecheckr
WhatsMyName Web
N_ Namechk
© KnowEm
€ sherlock-project/sherlock
& Keybase
©) GitHub - megadose/holehe: holehe allows you to checki.
Il $ Epicos
$ Emailrepio
@ $ PQualityScore
@ Have | been pwned?
[ fastpeoplesearch
& TruePeopleSearch
® FamilyTree
92 $ UK -192
i} $ UK - ukphonebook.com
[ EU - infobel
Truecaller.com
& NumLookup
& Follow the leaders: highest ranking Apps in Goagle Play ...
@ $ Twilio
People Data Labs

OSINT Resources & News

[ Nixintel's OSINT Resource List - Good for EU!

3. OH SHINT! Welcome Aboard

® Bellingcat's Online Investigation Toolkit [bit.ly/beattools]
technisette.com

©) Swinwindie's OSINT Resources

® Osint Curious OSINT Resource List

Q Avecome oot L

5. BbYIc

Image Analysis

@5 § Amazon Rekognition - Video and Image
Fake Profile Detector (Deepfake, GAN)
Google
1Yandex Image Search
Geolocation Estimation

Facial

$%$ Clearview
© § Pimeyes.com

B | Findclone

©) OpenFace

# OpenFace Docker Container

Social Media - Facebook

6OSINT Y —ILDT v =21 & (https.//start.me/p/9ExLyR/osint-resources)

SENEZTETELGYET, MBI OSINT 45 M. RIFAEMRF] & LT, OSINT DAL BED T
DORBRRDEFZITOE Lic, REIDS %R L ciREZ AU TEEIC OSINT HEZRELE T
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