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BITlE. xv bT—

AR =T T—RXenp0s3CIP 7 KLR 110.0.2.15/24) MI5EEN TV
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lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1668
link/loopback BB :60:08:66:00:88 brd 00:00:00:60:60:00
inet 12? 8.8.1/8 scope host lo

val

Z: enpBs3:
8

_1ft forever preferred_Ift forever
1,128 scope host
id_1ft forever preferred_lft forever
<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1088

link/ether BRIAR:Z7 6f :38ce brd £f :ff:ff fF 5 FF
inct| 18.8.2.15/24 brd 18.8.2.255 scope global dynamic nopref ixrouts enpBs3

aT

1d_ITT gbZrbsec preferred_Ift 86Z76sec

inetb feBB::aBB:Z7ff :febf :38ee 64 scope link nopref ixroute

val
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id_1ft forever preferred_lft forever
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CentOS IE Nmap A VA F—JVLEY, Nmap lF. 62 & EHBERGEF 1T AF+F—ThHW.

HCASHBITNTOVEY, FEIT, 3751—7—7\“/ F’?—?L:BL‘T WROIAVE1—2—
DEHDR— bt L TERGERETEV. R— FORREERT 5. R— XA+ v VICFIBEETN
%9, CentOS IcAF 1L, UFHaAT> l*’a’:%ﬁb Nmap 7@‘:'(/X I*—)bb?(?"\\*

# yum install

nmap

ETRRIEUATDOL
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BITT, A VA b—JVRRICHERNHEELRES. Tyl EABIL. AR =L
£ TComplete | NFRRENNIETT T,

[root@localhost ~1# yum install nmap
[Failed to set locale, defaulting to C.UTF-8
entDS Stream 9 - BaseD3

P
Installing
nmap-ncat

Architecture UVersion

3:7.92-1.e19 appstream
dependencies:
3:7.92-1.el9 appstream

ransaction Summary

2
otal downl

Jis this ok

Packages

uad size: 5.8 M

[y-N1: y_

Downloading Packages :
(12): nmap-ncat-7.92-1.e19.xB6_64.rpm 489 kBrs | 225 K
(2/2): nmap-7.92-1.e19.x86_bd.rpm 1.7 MBss | 5.6

Total

1.5 MBss | 5.

Cent0S Stream 9 - AppStream 473 KBrs | 1
Inporting GPG key BxB483C65D:

Userid

"Cent0S (CentDS Dff icial Signing Key) <securityBcentos.org>"

Flngerprlnt 99DB 7@8FA E1D7 CEZZ 7FB6 4882 B5BS 55B3 8483 C65D

From
|is this ok

i 2etosnki rpm-gpy RPM-GPG-KEY-centosof f icial
[ysN1: y

REY IMported successiully
[Ruming transaction check
Transaction check succeeded.
[Ruming transaction test
Transaction test succeeded.
Running transaction

Preparing

Installing ¢ mmap-ncat-3:7. .e19.x86_64

Running st
Installing
Rumning st
Verifying
Uerifying

criptlet: wmap-ncat-3:7.92-1.e19.x86_64
" : mmap-3:7.92-1.e19.x86_64
criptlet: nmap-3:7.92-1.e19.x86_6¢

i umap-3:7.92-1.e19.x86_64

¢ mmap-ncat-3:7.92-1.el19.x86_64

.92-1.e19 .x86_64 nmap-ncat-3:7.92-1.e19.x86_64




3. K= P RF v Y DREIE

3.1TCP R¥F + Y DEHE

BEOT—/N\—IcH L TR—hRF ¥ VERMBLET, TTIE TCP R— BT BR— b RF v
ERELET,

MFDaARY FERITLTIEEL,

# nmap -sT 127.0.0.1

[root@localhost ~1# nmap -sT 127.8.8.1

[Starting Nmap 7.92 ( https: snmap.org ) at 2023-11-86 21:15 JST

map scan report for localhost (127.8.8.1)

ost iz up (B8.88871s latency).

ot shown: 999 closed tcp ports (conn-refused)

P STATE _SERVICE
J2Z/tcp open  ssh

map dome: 1 IP address (1 host up) scammed in B.68 seconds

[TCP 22 BER— k| BEVTWATE EERTESDT L) PHERTEF Lz, 22 FR— b, Tsshl
ERTENTVEY, R, UTFDAYY ROERFFLTLEELY,

# nmap -sTV 127.0.0.1

[rootPlocalhost ~1# nmap -sTV 127 .H.8.1
[Starting HNwap 7.92 ( https: nmap.ory ) at 2023-11-86 21:15 JST
map scan report for localhost (127.8.8.1)
ost is up (B.88858s latency).
ot shown: 999 closed tcp ports (conn-refused)
IPORT___STATE _SERVICE VERSIDN
B2 tcp open ssh OpenSSH 8.7 (protocol 2.8)

Iseruice detection performed. Please report any incorrect results at https:.//nmap.org/submits .

VAT avig, N\—2arvERRSHATar T, DA T avicky, 22FR— b TH
BLTLWBY—E X, OpenSSH8.7 THBT bbbt & Lic,

3.2UDP R * ¥ ~ DX}
I, UDP KR— M2 R— b RF v Z2RMELET,
MFDaRY FERTLTIEEL,

# nmap -sUV 127.0.0.1

[rootBlocalhost ~1# wmap -sUU 127.8.8.1

[Starting Nmap 7.92 ( https:ssnmap.org ) at 2B23-11-86 Z21:17 JST

map scan report for localhost (127.8.8.1)

ost is up (B.888897s latency).

fill 1888 scammed ports on localhost (127.8.8.1) are in ignored states.
ot shown: 1888 closed udp ports (port-unreach)

fService detection performed. Please report any incorrect resultz at https:-//nmap.orgssubmits .
map done: 1 IP address (1 host up) scammed in 2.16 seconds

UDP R— b ARV TWEWNZ & EERTERVLT L) IR TER LT
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3.3 httpd (Apache) DX b—Ib
httpd (Apache) Z1 > X b—JLLET,
MFDaR> FERITLTLRREL,

# yum install httpd

AVA M= )VRICHERIEE LS. Tyl EAAL. A VA b—ILERITLET, ROLSIC
[Complete] HAFRRENNIETZT TT .

[rootPlocalhost “1# yum install hitpd

ailed to set locale, defaulting to C.UTF-8

ast metadata expiration check: 8:86:33 ago on Mon Nov 6 21:11:49 2823.
Dependencies resolved.

Architecture i Repository

xB6_64 Z.4.57-5.e19 appstream
Installing dependencies:
apr x86_64
apr-util xB6_64
apr-util-bdb xB6_64
centos-logos-httpd noarch
hitpd-core x86_64
httpd-filesystem noarch
httpd-tools xB6_64
mailcap noarch
Installing weak dependencies:
apr-util-openssl xB6_64
mod_httpZ x06_64
mod_lua x86_64

appstream
appstream
appstream
appstream
appstream
appstream
appstream
baseos

NN NN DR
= o o

appstream
appstream
.4.57-5.e19 appstream

NP
EE

ransaction Summary

Install 12 Packages

otal dowmload size: 2.2 M
Tnstalled sizi
Jis this ok [y-N

Installing httpd-filesystem-2.4.57-5.e19 .noarch 6/12
Installing centos-logos-htipd-98.4-1.e19 .noarch .12
Installing mailcap-Z.1.49-5.el19.woarch 8,12
Installing : httpd-core-2.4.57-5.e19.x86_64 9,12
Installing mod_lua-2.4.57-5.e19.x86_64 18,12
Installing mod_httpZ-1.15.19-5.e19.xB6_64 1112
Installing httpd-2.4.57-5.e19.x86_64 12-12
Running scriptlet: httpd-2.4.57-5.e19.x86_64 12-12
[ 686.8747581 systemd-rc-local-generator[139681: /etcsrc.dsrc.local is not marked executable, skipp
ing.
Uerifying mailcap-2.1.49-5.el9.noarch 1-12
Uerifying apr-1.7.8-11.e19.x86_64 2,12
Uerifying apr-util-1.6.1-23.e19.x66_64 3’1z
Uerifying apr-util-bdb-1.6.1-23.e19.xB6_64 4,12
Uer ifying apr-util-openssl-1.6.1-23.e19.xB6_64 5-12
Uerifying centos-logos-httpd-98.4-1.e19.noarch 612
Uerifying : httpd-2.4.57-5.el19.x86_64 12

Uer ifying httpd-core-2.4.57-5.e19.xB6_64 8,12
Uerifying httpd-filesystem-2.4.57-5.el19.noarch 912
Uerifying httpd-tools-2.4.57-5.e19.x86_64 18,12
Uer ifying : mod_http2-1.15.19-5.e19.x86_64 1112
Uerifying mod_lua-Z.4.57-5.e19.x86_64 1212

Installed:
apr-1.7.8-11.e19.x86_64 apr-util-1.6.1-23.e19.x86_64
apr-util-bdb-1.6.1-23.219.x86_64 apr-util-openssl-1.6.1-23.e19.xB6_64
centos-logos-httpd-98.4-1.e19.noarch httpd-2.4.57-5.e19.x86_64
httpd-core-2Z.4.57-5.e19.x86_64 httpd-filesystem-2.4.57-5.e19.noarch
httpd-tools-2.4.57-5.e19.xB6_64 mailcap-Z.1.49-5.el19.noarch
mod_http2-1.15.19-5.€19.x86_64 mod_lua-2.4.57-5.e19.x66_64




A VA S=IVH5ET LIS, httpd —EX % L. EE#EREBLET,
UFDaR Y FERTLTIEEL,

# systemctl start httpd.service

T—EXDEEFH L TOBMNEUTOIRY N CHETEE T,

# systemctl status httpd.service

active (running) ERREND T EEZESELCLEEY (AR 7OV T MIRBBRIE. F—HR—
RH5 Tql ZEAAILED),

[root@localhost 14 systemctl status httpd.service
s httpd.service - The fipache HTTP Server
Loaded: loaded (fusr-/librssystemd-system-httpd.service; ; preset:
Active: active (running) since Mon 2823-11-8B6 21:23:18 JST: 8s ago
Docs: man:httpd.service(8)
Main PID: 14213 (httpd)
Status: "Started, listening on: port 88"
Tasks: imit: 11185)
Memory:
CPU:
CGroup: rsystem.slice-shttpd.service
14213 rusr/sbinshttpd -DFOREGROUND
14214 ~susr-sbin-httpd -DFOREGROUND
14215 ~susr-sbin-httpd -DFOREGROUND
14216 ~usr-sbinshttpd -DFOREGROUND
14217 susr-sbinshttpd -DFOREGROUND

:17 localhost.localdomain systemd[1]1: Starting The Apache HTTP Server...

:18 localhost.localdomain httpd[142131: AHBBSSS: httpd: Could not reliably determine thf
:18 localhost.localdomain systemd[1]1: Started The fipache HTTP Server.

:18 localhost.localdomain httpd[14213]1: Server configured, listening on: port 88

3.4TCP 2% + Y DERH

httpd (Apache) ZA VR k—JL L. H—EREREEILE LTz, ZDFth, http DY L)L/ 52K~
FTd 3 TCP 80 BA— kEfeid. https D TIL/ 9> K— kT TCP 443 BA— FHBILTUL
BEFTT, UFDOIATY FEAAL, BETC A+ 4 v ERFLTIREEL,

# nmap -sTV 127.0.0.1

[root@localhost “1# nmap —sTU 127.8H.8.1

[Starting Nmap 7.92 ( https://mmap.org ) at ZB823-11-8B6 21:25 JST
map scan report for localhost (127.8.8.1)
ost is up (B.BBA%Gs latency).
ot shown: 998 closed tcp ports (conm-refused)

[PORT  STATE SERVICE UERSION

22 tco_open _ssh OpensSsH 8.7 (orotocol Z.8)

fea tcp open  http fipache httpd 2.4.57 ((Cent0S Streaml)

[Service detection performed. Please report any incorrect results at https:/-wmap.orgssubmit. .

map done: 1 IP address (1 host up) scanmed in 18.68 seconds

H—E X Apache httpd2.4.57 B\, TCP 80 FHh— rZREWTWA T ENEER CEF LT
3.5 httpd DBREZE

Ri. httpd DREZZELEXT,
RR—=IDAR Y RERTLTLIEEL,

15



cp /etc/httpd/conf/httpd.conf /etc/httpd/conf/httpd.conf.backup
systemctl stop httpd.service
echo ServerTokens ProductOnly >> /etc/httpd/conf/httpd.conf

echo ServerSignature off >> /etc/httpd/conf/httpd.conf
systemctl start httpd.service

INSDFET. Y—/\—D/\—=2 3 VIEHROKRRZINH LE T,
T—EADEEFH L TWBNEINNEUTDIRY RTHREBTEXT,

# systemctl status httpd.service

36TCP RF¥+ ¥ (IN—YarRiHY) DERIE
MFDIARY T, BETCP A+ 2 EELTLEEL,

# nmap -sTV 127.0.0.1

[rootPlocalhost ~1# systemctl status httpd.service
¢ httpd.service - The Apache HTTP Server
Loaded: loaded (‘usr-libssystemd-/systemhttpd.service: 5 preset:
fActive: active (rumning) since Mon Z2B23-11-B6 21:23:18 JST: 8s ago
Docs: man:httpd.service(8)
Hain PID: 14213 (httpd)
Status: “Started, listening on: port 88"
Tasks: 213 (limit: 11185)
Memory: 24.9M
CPU: 331ims
CGroup: rsystem.sliceshttpd.service
14213 rusrssbinshttpd -DFOREGROUND
14214 rusrssbinshttpd -DFOREGROUND

14215 rusrssbinshttpd -DFOREGROUND
14216 rusrssbinshttpd -DFOREGROUND
14217 susrssbinshttpd -DFOREGROUND

:17 localhost.localdomain systemd[1]1: Starting The Apache HTTP Server...

:18 localhost.localdomain httpd[142131: AHABSS8: httpd: Could not reliably determine thf
:18 localhost.localdomain systemd[11: Started The Apache HTTP Server.

:18 localhost.localdomain httpd[142131: Server configured, listening on: port 88

RITDFER. Apache httpd H 80 FR— M ZFIVLNT WS T & (FFEFRTE £ 9 H\ Apache httpd D/ \—
T3 VBT Tldbh Y £ A, Nmap H\ Apache httpd @D HTTP L ARV RICEENZ/N\— 3
V&EBZE LT, Apache httpd D/N—2 3 VERERRL CWeT EDRERR CEF L,
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