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Let's Try Windows Y AFLER!

3. RYNI—=ORRGERR

1. BL&HIC

Al EELF21V T4V —IVZRENITKBN T 2EHEPETT, #5145 (Vol53) KWUETE
M'Windows & X7 L\BESE) & L. Microsoft #t D29 % [Sysinternals Suite) & L CHIMARTAEG:. L
DODDY—)IVDFEWNAEBNLTVET,

[Sysinternals Suite] &, ZED STV a1—F7 427 A—T 4 VT4 ZHFEDZN\Y FIVTY, #
THLEMETHRT BT ENTE. Windows <V 7 ORI EICEHFIARIEEG Y —IV T T,

[Sysinternals Suite| ZBWERT AT ET. A1 —F2—(TREE L Windows RILT T 752 RD
P L7zY . Windows <ILY = 7 DFEEERR LW TEHIEDTEXT,

—7%. [Sysinternals Suite] DEIfEY 201 —2—Tl. EBNEIEIET % Windows )LV 7%
HFELET,

M ZE8 Windows o X7 LFEES] (ERD 3 EEHMEZO>TUVET,

1. B 07 S LSRR
Autoruns ZFJFE LT, Windows DBEERCENITOY S LAREZHRLE T,

2. 7Ot RFERAR
Process Monitor Z#] L T. Windows ECR#Id 2 O ADEE AR LE T,

3. Rv b= TIRREEERR
TCPView ZFIF LT, Windows ECOR Y b T— KA ZHRLET,

SElE 3. %y b= RHEERR] & LT, Windows ETDXRy b T — 7 RIROHEERS A% iR
LEY, IV T 7 DEFHER. IVU 17 DRGSR (O—RFENSDLL & LT) BEICHAREE
BTYET,

TH ABOREEIIBELTVETH REZRLETHLDTETEVE A,

OAtHER (#ME v bT—VEFHEEE) CTEREI 2D TR PEBENLERAS L UHEZF A
TH LRV LET,



2.% f&

2.1 TCPView D#fis

[TCPView] &I&. [Sysinternals Suite] IZ&EN 5. Windows Txv b T —2KRZHRT 518
DY —IVTY, OSIZETHARTRES: Mnetstat] ELNTEMEEE Z>TWE T, [TCPViewl H&
U lSysinternals Suite] (& TFeEEED D, 4T YO— RT3 ENTEET,

- [TCPView]
https://learn.microsoft.com/ja-jp/sysinternals/downloads/tcpview

- ['Sysinternals Suite |
https://learn.microsoft.com/ja-jp/sysinternals/downloads/sysinternals-suite

SEIE. TCPView] DvA19ZHZ TV AO—RNLELTee 4V YA—RLfczip 77 A1V, 7€
AAEEG T # VA —ICCRBLET ., 74IVZ—plld. UTFDELY EHE>TVWET

~

HE] T4

= Eulatt BKB
[ tcpvcon.exe 98 KB
[E] tcpvconsd.exe 245 KB
[¥] tcpvcongdaexe 232 KB
@ topview.chm 6 KB
3 tcpviewexe 923 KB
W3 tcpviewbd.exe 062 KB

L) tcpviewbda.exe 1,020 KB

SEIE. E£EIF tcpviewbdexe ZFIALE T, EfkiE. FIATNTVWASREICEDE T, #RZEL
TLIEEW,

2.2 Putty D#fis

Putty (/X7 1) 1l&. Simon Tatham HY MIT License (A —F>YV—RY T b7 541 > AD—1E)
THE - RELTVWRUE—FOIF 75472 FTY, %IFE. [Putty) EE> ZHERFIEL
HVETDT, EELTHEXT, VIFIZT7IEUTOURL KLY AU O— R TEXT,

« MPutty
https://putty.org/

%513 5L, 64-bit x86 binary file # 40> O— KL% Lz, TEHEDEREICEDETHATO— K,
TEFLTLEEL,

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel an|

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

64-bit x86 putty.exe (signature)




2.3 Smtpddev D #(iE
Smtp4dev (&, Z=—0 SMTP H—/\&31T%7 /) r—< 3> TY, BSD-3-Clause license TEZ?m
TNTWVET, Smtpddev . UTFHSLTO— RTEET,

+ [Smtp4dev
https://github.com/rnwood/smtp4dev/releases

Ay O—R=IDVERFALICRRENTVRHDIE, AEEHER S 2023 F10 8) Tl
IPre-release| CTLIDTHIBICITERLTILEL,

3.2.0-¢i20221023104

£E1E. AFEHNERR (2023 F 10 B) OFHY) ) — RhR (Latest) THB. v3.14&x 47> O— L
F Lfze 7 7A)V%lE TRnwood.Smtpddev-win-x64-3.1.4.zip] T,

Prefix Description
Rnwoed.smtpddev-win-x64 windows x&4 (Intel 64 bit) binary standalone

Architecture dependent version. Should run on any platform where the .NET

Rnwood.Smtpddev-noruntime N
Core 6.0 (or greater) runtime is installed
Rnwoed.Smtpddev-linux-x54 Linux x64 (Intel &4 bit) binary standalone

Rnwoed.smtpddev-linux-musl-x64-
Linux MUSL x84 (Intel 64 bit) binary standalone for Linux distros using MUSL libc

3.1.270p
Rnwoed.smtpddev-win-arm Windows ARM 32-bit binary standalone
Rnwood.Smtp4dev-win-armé4 Windows ARM 62-bit binary standalone
Changes:
o a1dessh Fix Cl build by upgrading Chromedriver
o 33se1ef Merge pull request #1046 from r D /npm_and_yarr d. lientApp,
2.29.3
®  esadses Bump moment from 2.29.1 to 2.29.3 in /Rnwood.smtpddev/Clientapp
®  7p243p2 Merge pull request #987 from ol fdey npm_and. Ri d.Smtp lientApp/core-js-
3193
® cazefzs Bump cores from 3.19.2 to 3.18.3 in /Rnwood.Smtpadev/ClientApp
* secese1 Merge pull request #385 from o fdey npm_and Rnwood.Smip lientpp/core-js-

3.19.2

Bump core-js from 3.19.1 to 3.19.2 in /Rnwood.Smtp4dev/ClientApp

eceeaby Merge pull request 984 from npm_and_y d. lientApp/sass-1.43.5

Zocadbz Bump sass from 1.43.4 to 1.43.5 in /Rnwood.Smtpadev;/ClientApp

® fses289 Bump FluentAssertions from 6.1.0 to 6.2.0 (£350)

» See More

v Assets ¢

PRnwood Smtpadev-linux-arm-3.1.4.zip

@Rnwoed Smipddev-linux-musl-x64-3.1.4.zip

PRnwood Smipadev-linux-x64-3.1.4.2ip

PRnwood Smipddev-noruntime-3.1.4.zip

@PRnwood Smtpadev-win-arm-3.1.4.zip

Rnwood Smipddev-win-x64-3.14.zip

Fyva—FhET LELES. 77/ IVEERLET,



3. 2 F7—7KRDFER

3.1 MERIREEDFEER

THPRREED Ry F T — R EREELE T,

Cortana € fcmd.exe] ZAA L. IRV 7OV 7 haEE#HLET,
ARV RTFOVF AU ERYE LS. UMTFOIRY FEAALETY,

EFRREUTICRLES. K—F 25 BFCY v RV LTVBTOISLHGNT EERBLTI
rEW,

3.2 K= U v R VIREDFED
Smtpaddev 7 #+ IV ZRITIE. RITICBELGRLDS Y EZA LT 7AIVGEERBEENE T H
Smtp4dev #5179 B2 RnwoodSmtpddev (exe) ] DRTT7 71 IVEFIBLET,

ik » PC » 500-F Rnwood. Smtpddev-win-x64-3.1.4 -

mcome.dil
netstandard.dll
Newtonsoft. Json.dll
Enwood. LumiSoft. Met.dll
Enwood. Smtpddev.deps.json
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RIT. ARBRDFEEEHR. netstat IR FERITLET,

netstat -ano

RITEREZLTFITRLET, R—F 255 FCU VAL TWATOY S LDFEELTWVWST L&
SBLTLEEL, TD PID4484 Tirh EH > TWB T —E XD Smtpddev T,
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Etklc. TCPView| CHEEALZE T,
[TCPView] Di2EHERITFTFORDESY TI,

&) TCPView - Sysinternals: www.sysintemals.com - o x

File FEdit View Process Connection Options Help

Gl O 02| @l[4 1wl & el 4 wre] G e Pu

Process Name Process D Protocol  State Local Address Local Port_Remote Adsress Remote Port Create Time Module Name

Rwood. Smtpadev.exe Ms4 TCP Listen 0.000 25 00.00 0 10/5/2023 2045260 _Rnwood Smtpadevee |
B svchostece e e Tisten 0000 755 0000 G O/14/2023 G073 AM  RpCEptMapper
7 system 4 TP Listen 172.24.102.93 139 0000 0 10752023 1:5846PM  System
7 Rowood. Smepddev.exe Ma TCP Listen 0000 43 0000 0 10/5/2023 20452PM  Rnwood.Smtpddevexe
7 Rowood. Smepddev.exe Ma TCP Listen 127.001 5000 0000 0 10/5/2023 20452PM  Rnwood.Smtpddevexe
7 svchostexe (s TP Listen 0000 5040 0000 0 10/5/2023 159:02PM  CDPSve
B lsass.exe sz T Listen 0000 49664 00.00 0 9/14/202380713AM lsass.exe
B wininitexe s+ TP Listen 0000 49665 00.00 0 914/202380713AM  wininitexe

netstat <X > R CORITHRERICINZ T, PID 4484 TEREIL TWB 7O REE LV TOLAHE
LRI =R T AT LA TEET,
INT. XZ—0D SMTP H—/\—T& 3 Smtpddev HMiEEN L TWB T &R TEF LTc,

3.3 H—EREGIREDOHET

Smtpadev HEBIL K LD T. SMTP EFiEITHVE T,

MPutty] k2B L. REDORD EFH Y. Session Z 7 D Host Name (T [127.0.0.1]. Port (T 25
#AA L. Connection Type % Other T [Telnet] Z&#RL. Open K2V EHFLET,
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ﬁ PuTTY Configuration

Category:

- Session
Logging
=)~ Terminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

[=)- Connection

. Data

- Proxy

- S5H

- Serial

- Telnet

- Rlogin

- SUPDUR

Basic options for your PUTTY session

Specify the destination you want to connect to
Host Name {or IP address) Part

{127.0.0.1 ||25 |
Connection type:
(J55H () Serial |(®) Other: | Telnet ~ I

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

(D Mways () MNever (@ Only on clean exit

Cancel

ZDIRMT, TTCPView| ZHERL THET, BREREIC Mputty] ZAAL. BRERLE T,

ZOHER, 7Ot R Tputty] HDEETTAR— b 498031 A SXEFHAR— K 25] ([CFEFELTWS

KRN CEE T,
¥ TCPView - Sysintemals: wwwisysinternals.com

File Edit View Process Connection Options Help

Cl O ER| Gl 4 o &1 4 uwew

Process Name Process D Protocel  State

P putty.exe 5008 Tcp Established  127.0.0.1

UDP v ‘ F I putty I

Local Address

Local Port Remote Address Remote Port

49803 127.00.1 25

10/5/2023 20816 PM  putty.exe

lPutty] T SMTP H—/\— = 17755 & TORDEL S LEENRTENE T,

%H. FRD [TCPView) ZHEEELTWAREIC. £y a DN TWBHEICIEEE. Putty)

TRz LT{REL,

P 127.0.0.1 - PuTTY

CreateTime  Module Name



Putty BIEIORRENES. (RAICENTER ZHFLIZDB). UTFTORBZASN (FESICOWVWTIE
) LT, SMTP H—N\—(TXfEL. A—IlZzxELET (ERITITEEENEEA).

EHLO localhost

MAIL FROM:evil@example.com

RCPT TO:<victim@hitachi-systems.com>
DATA

Subject:test.
From:CISO@hitachi-systems.com
To:victim@hitachi-systems.com

This is Test Mail.

® 00 Q906000 e

SMTP H —N—A\DXENMEDZ L AR POV T EHRT (Ffld 1[ED Enter THET)
LET,

2 127001 - PUTTY - m] X

[TCPView| THESRY B &\ EfS7mA— b 1498031 D5XEHRAR— b 25 ND#EE, DFY A—
W —IN— DT T L TH Y AT =R XD [Time Wait] TG TWBT EDRERTEE T,

&) TCPView - Sysintemals: als.com - o x
File Edit View n  Options Help

ClOIER| @4 ow b v Hues [P T ]

Pros e ProcessiD  Protocol  State Local Address Local Port Remote Address Remote Port Create Time  Module Name A
AR mtpadev.exe 4484 TCp Listen 0.0.0.0 25 0.00.0 0 10/5/2023 2:04:52 PM__ Rnwood.Smipddev.exe

TCP Time Wait ___127.0.0.1 25 _127.0.0.1
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3470t % Kill GREIRT) 3

TTECTHRLTERELSIT, TTCPView] . GUI (Graphical User Interface) THIA7xrIgE7

netstat EXKIBL THBEEIZGVEHDTY, —A. [MCPView] &, v FT—IRR. TOER%
RLENS, T7OER%E Kl TEZRTIHERNTY,

£Esrb ke, Smtpddev 7O R % [TCPView, LY. Kill LEY,

Kill L7zLy Smtpddev 7O+ R (PID 4484) &£ 1) v 7 L. [Kill Process] Z#RLET,

) TCPView - Sysintemals: wwwisysinternals.com - o x

File Edit View Process Connection Options Help

G‘O‘ml%‘ A 1crus G 100vs | /] uorua éunpvs|F

Process Name State Local Address
wood,Smipddev.exe

B svchostexe

Local Port  Remote Address Remote Port Module Name o
0.00.0 10/5/2023 20452 PM_ Rnwood, Smipddev.exe

Listen 0000 135 0000 0 9/14/2022 80713 AM  RpcEptMapper

Create Time

ProcessID  Protocol

7 System Listen 172.24.102.93 139 0000 0 10/5/2023 1:5846PM  System
BT Rwood Smtpddev ex€ | G Cloce Connection Listen 0000 143 0000 0 10/5/2023 20452 PM  Rwood. Smipadev.exe
7 Rowood. Smtpddev.exe Listen 127.001 5000 0.0.00 0 10/5/2023 20452 PM _Rnwood. Smipddev.exe

ZEEHNRTINEOANBRZRERL. TOKI R2VEFFLET,
Z N T. Smtpddev % Kill T ¥ % L fz, [TCPViewl £ T, Kill L fz Smtp4dev 7' O + X (PID
4484) HMET LTWB T EEMRALET,

€1 TCPView - Sysintenals: wrwsysinternals.com - o x

File Edit View Process Connection Options Help

G O|B| @14 @] 6 0|4 wra] G vors] P

Process Name ProcessiD  Protocol  State Local Address Local Port - Remote Address Remote Port Create Time  Module Name

87 Rnwood. Smtpddev.exe 1016 TCP Listen 0000 25 0000 0 10/4/20231:25:21PM  Rnwood.Smipadev.exe
17 svchost.exe 748 TP Listen 0.0.0.0 135 0000 0 9/14/2023 &07:13AM  RpcEptMapper

Ol System 4 cp Listen 172.24.104.145 139 0000 o 10/4/2023 1:14:29 PM  System

i Rnwood.Smtpddev.exe 1018 cp Listen o000 142 0000 o 10/4/2023 1:25:21 PM  Rnwood.Smtpadev.exe
i Rnwood.Smtp4dev.exe TCP Listen 127.0.0.1 5000 0.0.0.0 0 10/4/2023 1:25:21 PM _ Rnwood.Smtpadev.exe

3.5 [BE] A—ILT7 FLADEE
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CELIEIEBDOA—Z—CRAZEECY,

From: IC\SO@hitachi—systems.com l

To: victim@hitachi-systems.com
Subject:  test.

Secure:  false

@ View [El Headers Ell Parts Source

This is Test Mail.

From [CRTRENTWEA—/LT FL R, EEDEETERGEZA—ILT7 LR (AXY FOD
7 RLATELS, ARV FODT FLR) BDRTENTWVWB T ENHERTET I, TA/N\—LRE
FTDESl, EETT FLAZRET BI5a0HY £,
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Windows v b T —27 KA LE LTz,
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