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no drink, no hack.

AVTOKYO is a Japanese community-oriented Computer Security <’

AVTOKYO used to be the relaxed drinking/networking party

until 2007.

From 2008, it became open to the publicas a "one-day short
provides an easy-going place to communicate for anybody W
enjoy the community.

C to AVTOKYO, and let'senjoy the party!
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SElIE. E&IE Procmonbd.exe ZHALE T, SHEDEHHKIE. FIBTNTVWRREICEDE T, &
RLTLIEETLY,

4KB
55 KB
657 KB
866 KB
796 KB

|2 Eulatt
[ procmon.chm

E

8KB 59%
63KB 12%
33KB 68%

2651KB 68%

2688KB 71%

EUE

[ Procmon.exe
[ Procmonéd.exe
[ Procmonda.exe

i

2.2 Putty D#(R

MPutty (/X7 -r) Ji&. Simon Tatham A MIT License (F =7V —RXY T U 17 54 2> ZAD—7&)
THF - RBLTCVWBUE—NATF I SA47 >V T,

#BITE. TPutty) ZESTERERFIELH Y ETDT. EeELTHEFT, VI T 7IELUTD
URLKY AU >O—RTEXT,

« MPutty
https://putty.org/

£5(3FEC. 64-bit x86 binary file # 4> O— R LE Lz, TEEDEREICEDETHA T O— K,
THERBLTLEEL,

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel an|

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
64-bit x86: putty.exe (signature)

n



3.70€R (7O55L) OwsR

3.1 TProcess Monitor; D#EEFT X b
IProcess Monitor| %ZiC& LE T,
lProcess Monitor] Z#2&d 5. JAOCADT7 VT4 ET A HAAREICRBEINBOHET,
Windows DE £ EELE T O XIEEICEMEERIT TCWSTSH. TOEETIE. REDT V74
ETaHEFRENET L EIBYET, Wofch. RDOREZ VOEH T LEFEFLEL. K2
OEHTLINETCICRRBINT VT ET A HZHIBRLET,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewent Filter Tools Options Help

BI%E@\V\&I&?

TOTAET A ZHIRRLIcS5. EFT A MITZTTY,

3.2 Putty OiEEE), YE— kYA FA®D Telnet (HTTP &) 7R b
i, TPutty) ZFIE LTz Telnet (HTTP #t) D7 A b ERMELE T,
#fF LT TPutty) ZESILET,
HD & F 1. Session 2 7D Host Name (2 Twww.hitachi-systems.com . Port {2 80 & AL
Connection Type % Other T [Telnet] %#3&{RL. Open RZVEHRTLET,

B = D of N

ER PuTTV Configuration ? *
Category:
=3 S_ession | Basic options for your PUuTTY session |
Cl T:"" ’ glglng Specify the destination you want to connect to
TmKI::board Host Mame (or [P address Fort
- Bel www hitachi-systems .com I IEID |I
- Features Connection type:
£l Window (SSH (O Serial |© Other: | Telnet - I
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
[+~ Selection |
- Colours
[=)- Connection Default Settings load
.. Data
... Proxy Save
-55H
H 3 Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(D Mways (O MNever () Only on clean exit




REFTSHE. BLnIOVT MEELSRRENET,

BB PuTTY — | X

TOY 7 HRRENE LIS TGET . HTTP/1.1) ZANLET, Thud. Web X—=I75 LT 7
TLRALFEBIT. BET ST —DMTEO>TWBHTTP UV IR MDSIBED, UIIRMSA VAR
LTWVWET,

EP www.hitachi-systems.com - PUTTY - O *

AF1#. TEnter] Z# L. HTTP LARY AD—BIEIFRTEN (FRRDRAGWEELH U ET).,
oY 7 rEEMNLCRS. BRIEKRTTY,

HTTP LARY AHWVWDETHIRO> TIHWZEICIE, BIEBLICEHELNHZIREMEND Y £ D
T, HERRLTLSEEL,

%8, HTTP LRARY ROARITOWTIE, HBRET ZHEIEH Y A,

337971 ET 1 DiEE

ZNTIERERIC. TProcess Monitor] ZABWT. lPuttyl OFACADT7 V74T« H&xL T
ETEY, MDOARZO%EHETF L. Process Monitor] KB 7OVRDT V71 ET 1 DiF%ER
BLED,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
ZECRIYAO & £ L/ K w o
(1)

TRDESICT VT ET « DEEFENEEOTWST L ZHRLET,

File Edit Event Filter Tools Options Help

EELNRN YAG & # L a2 H

Time .. Process Name PID  Operation Path Fesut Detail
1:345.. W Sgmbrokerexe 4136 <2 Thread Create SUCCESS Thread ID: 4308
1:345. W lsass.exe 564 ‘7w QueryNamelnfo..C ¥ Users¥WDAG Uity Account¥Deskto... SUCCESS Name: ¥Usersi/
[1:245.. W lsass.exe 564 QueryNamelnfa...C #Users¥WDAG Uity Account¥Deskto... SUCCESS Name: ¥lsers#W...
1:245... [Hctimon exe 3724 [ Reglueryey  HKLM SUCCESS GQuery: HandleTag..
1:345. [Hctimon exe 3724 [ ReqOpenKey  HKLM¥Softwars¥Microsoft¥input¥Settin.. SUCCESS Desired Access: R
1:345. [fctimon exe 3724 [ RegQueryKey  HKCU SUCCESS Query: HandleTag
1:345... [Pfctimon exe 3724 [ RegOpenKey  HKCUWSoftwarc¥Microsofté nputi Settin... NAME NOT FOUND Desired Access: R...
1:345... [Hctimon exe 3724 [ RegQueryKey  HKLM¥SOFTWARE¥Microscft¥input¥S. . SUCCESS Query: Handle Tag..
1:345. [Hctimon exe 3724 [ ReqOpenKey ~ HKLM¥SOFTWARE¥Microsoft¥input¥S... SUCCESS Desired Access: Q
1:345... [ctimon ere 3724 [ RegQuenyValue  HKLM¥SOFTWARE¥Microsoft¥ npu#S... SUCCESS Type: REG_DWO...
1:245... [Pfctimon exe 3724 [ RegCloseKey  HKLM¥SOFTWARE¥Microsoft¥nput#S... SUCCESS
1:345. [Hctimon exe 3724 [ ReqCloseKey  HKLM¥SOFTWARE¥Microsoft¥input¥S... SUCCESS
1:345. [fctimon exe 3724 [ ReqQueryKey  HKLM SUCCESS Query: HandieTag
1:345... [Pfctimon exe 3724 [ RegOpenKey  HKLM¥Softwarc¥Microsoftélnput¥ Settin... SUCCESS Desired Access: R..
1:345. [Hctimon exe 3724 [ RegQuerykey  HKCU SUCCESS Query: HandleTag
: [Hctimon exe 3724 [ ReqOpenKey ~ HKCU¥Software¥Microsoft¥inputi Settin.. NAME NOT FOUND Desired Access: R

.. nBploerEXE 3972 [ RegQueryKey  HKCU¥Software¥Classes SUCCESS GQuery: Name

13



R, 32 TEE LT TPutty) ZHBUL e Telnet 557 (HTTP #2565 %, S—E=MBLET,
T DB RD &K 312, [Saved Sessions] < Mhitachi-systems ] & A3 L. Savel R& V& T LTH S,
Open RZVEHTRLTLEEL,

#8 PuTTY Configuration ? X
Categony:
=R S_ession | Basic options for your PUTTY session |
& TE"" I__cglging Specify the destination you want to connect to
H T“I{I::bcard Host Name (or IF address) Port
- Bell |www.h'rtad1i-5ystems.com | |5|] |
- Features Connection type:
& Window OSsH O Seadl @Other | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
EJ 15—:22#'0” Saved Sessions
- ion —
 Colours | hitachi-systems| |
= Connection Default Settings Load
o
- SSH
.- Serial Delete
- Telnet
- Rlogin
- SUPDUP Close window on exit:

() Mways ()Never (@) Only on clean exit

=

Telnet #EiHe T LI 5. FaeDARZ @ % T L. [Process Monitor | €k 7OV RDT 77«
ET 1 DERREELELET,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

Rl YAO & & L /K= MM




3479771 ET 1 DRE

RIS, 77974 ET#O7ELTRELET,

*=1—/\— [File->Sava] Z%iRT % &.Save To File 4 7O HBEEE T, R7FT B35 [Path
HEEZEL. OKREZ VEHFLTRELET,

REBBEHNWL DHd Y ETH. SEIET 7 +)V MRE @IHERRE) CTRIEH Y £E8A.

Save To File *

Events to save:

() All events

(®) Events displayed using current filter

[] Also include profiling events

() Highlighted events
Format:

(®) Native Process Monitor Format (PML)

O Comma-5eparated Values (C5V)

(O Extensible Markup Language (XML)

Include stack traces (will increase file size)

Resolve stack symbols (will be slow)

Path: | C:A\Users\WDAGUtilityAccount\Downloads\Logfile.PML ||Z|

oK Cancel

3.5 70XV ) —DwEER

lProcess Monitor] (. Windows TEIfEL TW3Z < DT O RICEDLB 7771 ET « &5tk L
£9, DD, BEGRROLIK > THRTZENRELGVET, ZD 1 DDAEED. B
EHAIRBD T 1 IV2—HEEETT,

TAIEA—%ZRETDHHEIVN OO HEDTITH,. SEIFE>EEBWEEFEELT. 7ALX
Y —EBVWT. BREFTEV VLW TOLR Puttyl OBEETEWVL. 71 ILE—REETE O
SATTIT7T4ET A &ERERLTVEET,

Process Monitor ] MDA = a2—/\—& Y. [Tools->Process Tree| #ERL £,

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewent Filter

= DR

Process Mame EE.. Carl+T

Opticns  Help

Time o..

15



lProcess Tree| ZRI< &L FRDL D BHLEENRTENE T, FERIITES L T\ e 7O RZHER
TBHIENTE. TOCLRDORTFRREHERTEXT,
B Process Tree - C¥Users¥WDAGUHilityAccount¥Desktop¥Logfile. PML m} *

[] Only show processes still running at end of current trace

[ Timelines cover displayed events only

Process Description Image Path Life Time Comparry Owner Comr ™
5] Fiil svchost.exe (3680) Windows H—F2... C¥Windows¥Syst... _Mlcmsoﬂ Cormporat... NT AUTHORITY¥.. C¥W
@d{mon.exe (3724) CTFO—%- C¥Windows¥syst .. _Micmsoﬂ Corporat... 2C785F70-COBD-... "ctfme
[ svchost exe (4000) Windows H—E2,_ . C¥Windows¥syst _Mi::msnﬂ Cormporat. . 2C785F70-COBD- .. C¥W
[ SgmBroker.exe (4136) System Guard Z/... C¥Windows¥syst .. _Mlcmsoﬂ Cormporat... NT AUTHORITYY.. C¥W
[l svchost.exe (3980) Windows H—EA.. C¥Windows¥Syst. ._Micmsoﬂ Comporat... NT AUTHORITY¥... C¥W
[ SecurityHealthService exe | Windows Security . C ¥Windows¥syst _Mi::msnﬂ Comporat.. NT AUTHORITY¥ . C¥W
[ svchost.exe (2756) Windows H—F2,... C¥Windows¥syst... _Micmsoﬂ Comporat... NT AUTHORITYY... C¥W
[l svchost.exe (4920) Windows H—EA.. C¥Windows¥syst... _Micmsoﬂ Comporat... NT AUTHORITY¥... C¥W
[ lsass.exe (564) Local Security Aut... C¥Windows¥syst .. _Micmsoﬂ Cormporat... NT AUTHORITY¥... C¥W
[l fontdrvhost.exe (720) Usermode Fortt Dr... C¥Windows¥syst .. _Micmsoﬂ Corporat... Fort Driver Host¥... “fortc
[l csrss.exe (2104) B2 T b= C¥Windows¥syst .. _Micmsoﬂ Comporat... NT AUTHORITY¥ .. %Syst
= [ winlogon exe (2344) Windows 0574 .. C¥Windows¥syst .. _Micmsoﬂ Comorat... NT AUTHORITY¥... winlog
[l fontdrvhost.exe (3000) Usermode Fortt Dr... C¥Windows¥syst .. _Micmsoﬂ Corporat... Fort Driver Host¥... “fortc
[i] dwm exe (1392) TAObRTF T C¥Windows¥ayst .. _Micmsoﬂ Corporat... Window Manager... "dwm
= 4 Explorer. EXE (3972) TA270-5-  C¥Windows¥Erpl... (MM Microsoft Comorat... 2 785F70-CDED-... C¥W
B Procmon6d.exe (4072) Process Monitor  C¥Users¥WDAG.. _Sysintema\s -ww... 2CT785F70-CDBD-.. "C¥L
;prurty.exe (1044) S5H, Telnet, Rlog... C:¥Users¥WDAG.. _ Simon Tatham 2C785F70-COBD-... "C¥L

™
< » < >

Description:  9FAT b H—)T— T840 FOER

Company: Microsoft Corperation

Path: CAWindows\system32\csrss.exe

Command:  %SystemRoot\system32\csrss.exe ObjectDirectory="\Windows SharedSection=1024,20420, 76!
User: NT AUTHORITY\SYSTEM

PID: 432 Started:  9/9/2023 12:34:07 PM

TAERY =&Y, TPutty] Z&EH L. HZ U v oIH5 TAdd Process to Include filter] %3EiR
L%,

B ' Explorer EXE (3572) IH270—>—- C:¥Windows¥Expl
BF Procmontd exe (4072) Process Manitar C¥lUsers¥WDAG

Go To Event

< ude filter
Add process and children to Include filter
Description:  55H, remeg-roogm;anosoroor-onent



BRDM&DZ L. PID (FOEXID) T 1 IbZ—ISBMHBTEHNET, [Process Monitor] M
EE_LEIC Putty] D7 7T 4 ET A DIHAHBPRRENTWVWST EERRLTLREEL,

B Process Monitor - C:¥Users*WDAGUtilityAccount¥Desktop¥Logfile.PML

File Edit Event Filter Tools Options Help
o]
BDEIIBN YAO|AIF LW -2 M
Time Process Name PID Operation Path Detail
28 #Process Start Cl Parent PID: 3572, ...
1:40:2. ) pfputty exe 1044 2 Thread Create SUCCESS Thread ID: 4068
1:40:2. | BPputty exe 1044 ¢2Load Image C:#Users¥WDAG Uity Account¥Deskto... SUCCESS Image Base: D Af7...

1:40:2..) Pputty.exe
1:40:2..) Pputty.exe
1:40:2..) gPputty.exe
1:40:2. ) Pputty exe
1:40:2. ) gPputty exe
1:40:2. ) gPputty exe
1:40:2 | gPputty exe
1:40:2..| Bfputty exe
1:40:2..| gfputty exe
1:40:2..) gPputty.exe
1:40:2..) Pputty.exe
1:40:2..) Pputty.exe
1:40:2. | gPputty exe
1:40:2. ) Pputty exe
1:40:2. ) @Pputty exe

Showing 1,539 of 45,748 events (3.3%)

1044 <2 Load Image
1044 [Bf RegOpenKey
1044 [Bf RegOpenKey
1044 [ ReqQuenyValus
1044 [ ReqClosek;

¥Device¥vmsmb¥VSMB-{dcc073ae-60b...

HKLM¥ System#CurentControl Set¥Contr.
HKLM¥ System#CurentControl Set¥Contr.
HKLM¥ System¥CumentControl Set¥Contr.

1044 [ ReaOpenKey
1044 E!.P q0penKe

HKLMY Sy umentCortrol Set¥Contr.
HKLMYSYSTEMYCumentControl Set¥Co.

1044 [B RegOpenKey
1044 [B§ RegOpenKey
1044 [ RegQuenyValue
1044 [ RegCloseKey
1044 & CreateFile
1044 ¢2Load Image
1044 ¢2Load Image
1044 E! RegQueryVa\ua

HKLIM Sy unertCortrolSet¥Contr

HKLM¥ S Y STEM¥CumentControl Set¥Co..

HKLM System¥CumentControl Set¥Contr..
HKLM¥ System¥CumentControl Set¥Contr.
HKLM¥ System¥CurmentControl Set¥Contr.
C¥Users¥WDAG ity Account¥Desktop
¥Device¥wmsmb¥VSMB-{dcc075ae-60b
¥Device¥vmemb¥VSMB-{dcc073ae-60b
H KLM¥5ystem¥CurrentContml5e¢¥Cnmr

Backed by C:¥UserssWDAGUtilityAccount¥Desktop¥Logfile.PML

36 LYRMITIT 1 ET 1 DEER
MPutty] 7O€RD, LIAMVIICETSZT7 VT 1T« =R LE T,

TORDODHHER (BERHKE ) DREL LD K SICE

.SUCCESS
.REPARSE
SUCCESS

Image Base: xFc...
Desired Access: Q...
Desired Access: Q...
NAME NOT FOUND Length: 80
SUCCESS

REPARSE Desired Access: Q
NAME NOT FOUND Desired Access: Q

REPARSE Desired Access: Q...
-SUCCESS Desired Access: Q...
-NAME NOT FOUND Length: 24
.SUCCESS
SUCCESS Desired Access: E.
SUCCESS Image Base: DeAfc
SUCCESS Image Base: De7ifc

NAME NOT FOUND Lenglh 528

RELET,

B Process Monitor - C¥Users$WDAGUtilityAc count¥Desktop¥Logfile.PML

File Event

=

Edit

EEMRRLET,

Filter

Tools

Options  Help

B Process Monitor - C¥UsersfWDAGUtilityAccount¥Desktop¥Logfile. PML

File Edit Event Filter Tools

LR mYHA

PID__Operation

Options

Help

&l P

Path

..REPARSE

o

LRI YHAO & £ 0 |Ee 22 E

TOREELCESIC, TPutty] 7AERDLYZANIICET BT 7T 1 ET 1 DHHFRRENTT

| = D of A

Detail
Desired Access: Q...

Result

o

EEpUity exe 1044 I
EEpUity exe 1044 I
ReEpLtty &xe 1044 W
REpLtty exe 1044
puitty exe 1044

e puity exe 1044 I
BEpUity exe 1044
EEpUity exe 1044
EEpUtty exe 1044 I
REpLtty &xe 1044 W
puitty exe 1044
bty exe 1044
EPpuity exe 1044
EEpUity exe 1044 I
EEpLity exe 1044
Efputy exe uw w
0 i

Showing 1,316 of 45,748 events (2.

gOpenkKey
egOpenkey
egQuenyValue
egCloseKey
legOpenkKey
egOpenkey
egOpenkey
egOpenkey
egQueryValue
eaCloseKey
egQuenyValue
egOpenkey
egOpenkey
egQuenyValue
egQueryValue
egOpenkey
eg0penkey

eqOpenkey

HKLM# System¥CurentCortrol Set

HKLM#System¥CumentControl Set¥Contr..

HKLM#System¥CumentControl Set¥Contr
HKLMY System¥CumertCortrol Set¥Cortr
HKLM¥SYSTEM¥CumrentControl Set¥Co

HKLM System¥CumentControl Set¥Cortr...

HKLM#SYSTEM#CurentControl Set¥Co .

HKLM#System¥CumentControl Set¥Contr..

HKLM#System¥CumentControl Set¥Contr.
HKLME System¥CumertCortrol Set¥Cortr
HKLMY System¥CumertCortrol Set¥Cortr

HKLM¥ System¥CumentControl Set¥Cortr...
HKLMSystem¥CumentControl Set¥Cortr...
HKLM¥System¥CurmertCorttrol Set¥Cortr..
HKLM¥System¥CurmertCorttrol Set¥Cortr...

HKLM#System¥CumentControl Set¥Contr
HKLME System¥CumertCortrol Set¥Cortr
HKLM¥System¥CurreanntmISet¥Contr

Backed by C¥UsersfWDAGLIity Acc ount¥Desktop¥Logfile PML
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SUCCESS Desired Access: @...
NAME NOT FOUND Length: 80
SUCCESS

REPARSE Desired Access: G
NAME NOT FOUND Desired Access: Q...
REPARSE Desired Access: Q...
SUCCESS Desired Access: @...
NAME NOT FOUND Length: 24
SUCCESS

NAME NOT FOUND Length: 528
REPARSE Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Length: 528

NAME NOT FOUND Length: 5228
REPARSE Desired Access: Q
NAME NOT FOUND Desired Access: Q
REP.AF{SE Deslred Access F{




RITEFT Filter FRELE T,

AZa2—/\—00 [Filter->Filter] Z3IRLE T,

Z D%, ZMHIC TPath] lcontains] Thitachi-systems.
EHETL. 70)b2—&mBMLET,

lthenl MNncludel =&&E L. Add RZ >

B Process Monitor Filter X
Display entries matching these conditions:
Path ~ | contains || hitachi-systems V‘ then | Include
Column Relation Value Action ~
PID is 1 Inlude
@ Path contains hitachi-systems Include
Tocess ® TOCMON eXe tae
e Process N... is Procexp exe Exclude
€3 Frocess N is Autoruns exe Exclude
e Process N... is Procmon64.exe Exclude
D Process ... is Procexpfd.exe  Exclude v
oK Cancel Apply

T4 IVZ—%RET B & Path (T Thitachi-systems] DXFINZEND T 7T 1 ET 1 DIHE
RENET,

% L C. Path THKCU\SOFTWARE\SimonTatham\PuTTY\Sessions\hitachi-systems. (<3t L C RegCreateKey
EIE>TWAT ELRERTEEL Y, THUE. Process Monitor] T lPutty] HMRELIzEY > 3
UERELIRA M) —F—TRET BERED T VT ET 4 L LTERELIEEDITHEY ET,

B Process Monitor - C¥UsersAWDAGLtilityAccount¥Desktop¥Logfile. PML

File Edit Event Filter Tools Options Help
rA & -
EEIIRBN YAO|& F L1 Hw22H
Time .. Process Name PID Operation Path
= “RegCreateKey  HKCU¥SOFTWARESmon Tatham’PuTTY5e: Desired Access: .|

RO TEL LS. ROEEDDH. RELLTAIVEZ—DF v IRy 7 X%ZHL, TOKI %=

#FL. 7aIbE2—

1044 [B ReaSetValue
HKCU¥SOFTY

HKCU¥SOFTWARE¥Simon Tatham¥ PuT TY¥ Sessions¥ %2Ehitachi-systems¥ Present

Type: REG_DWO..

1044 [B RegSetValue Tetham¥PuTTY . 2Ehkachi
1044 [ RegSetValue

1044 [B RegSetValue

HKCU¥SOFTWARE¥Simon Tatham¥PuTTY . 2Ehitachi-sy

HKCU¥SOFTWARE¥Simon Tatham¥PuTTY¥ Sessions¥ mZEhltachlAsystemﬂ LogFileName

Type: REG_SZ, Le
Type: REG_SZ, Le

SUCCESS

HKCU¥SOFTY

logType  SUCCESS Type: REG_DWO.

\Tatham¥PuTTY

5, 2Ehachisy

1044 [ RegSetValue

D SHIBRL TS REW

LogFileClash  SUCCESS Type: REG_DWO..

¥ Process Monitor Filter x
Display entries matching these conditions:
Architecture ~||is i ~| then |Include  ~
Reset Add Remove

Column Relation Value Action @

Include

! Include

Procmon exe

s Procexp exe Exclude

is Autoruns exe Exclude

is Procmonb4 exe Exclude
ngcess N.. is Procexp64.exe Exclude hd




37774IVT 771« ET 1 DFEER

lPutty] 7AOECRD, 771 IREICETZ7 7T ET 1+ HHEBLET.
ROEDODHHER (ERHKE) DRELEDLSICEREL. [Puttyl 7OLRDT 71 JUIT
Be57 771 ET 1 DHORREINT EERERLET,

B Process Monitor - C¥Users¥WDAGUtilityAc count¥Desktop¥Logfile PML o = [m] X

File Edit Event Filter Tools Options Help

LR YEO & 4P CE=E

Time Process Name PID  Operation Resutt Detail 2
‘rs QreateFile C ¥Users¥WDAGUtilrtyAccoum¥Deskmp SUCCESS Desired Access: E.
‘v QreateFile C¥Users¥WDAG Utilty Account¥ Desktop¥putty exe Local MAME NOT FOUND Desired Access: R
‘v Qreatefile C¥Windows¥WinSx 5¥amd64_microsoft windows .common-controls_6535b64144ccf 1df_... SUCCESS Desired Access: E..
‘# QueryOpen C¥Windows¥WinSx S¥amd64_microsoft windows .common-controls_6535b64144ccf 1df_... SUCCESS CreationTime: 7/16,
'rs QreateFile C¥Windows¥WinSxS¥amdE4_microsoft windows common-controls_E555b64144ccf 1df_... SUCCESS Desired Access: R.
s QreateFileMapp .. C¥Windows¥Win Sx S¥amd64_microsoft windows.commen-corttrols_6595b64144ccf 1df_... FILE LOCKED WI... SyncType: SyncTy.
7 QloseFile C¥Windows¥WinSxS¥amd64_microsoft windows common-controls_6535b64144ccf 1df_ . SUCCESS
» QuernyOpen C¥Windows¥System32¥oleaut32.dll SUCCESS CreationTime: 7/28
 QreateFile C¥Windows¥System 32¥oleaut32 dil SUCCESS Desired Access: R
#s GesteFileMapp . C¥Windows¥System32¥oleaut 32 di FILE LOCKED WI... SyncType: SyncTy.
‘r QueryStandard| ... C:¥Windows¥ System 32¥oleaut 32.dll SUCCESS AllocationSize: 335.
‘v QreateFileMapp ... C:¥Windows¥ System32¥oleaut 32.dI SUCCESS SyncType: SyncTy.
‘rs Qosefile C¥Windows¥System 32¥oleaut32.dll SUCCESS
s QreateFile C¥Windows¥Windows Shell Manifest SUCCESS Desired Access: G.
 QreateFileMapp .. C ¥Windows¥Windows Shell Manifest FILE LOCKED WI... SyncType: SyncTy.
» QueryStandard| . C¥Windows¥Windows Shell Manifest SUCCESS AlocationSize: 4,0
s QueryStandard| . C:¥Windows¥Windows Shell Manifest SUCCESS AlocationSize: 4,0.. |

>

151 of 45,748 events (0.33%) Backed by C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile PML

i<, TOperation] A' CreateFile) &7%G>TWA1TERL.AEY U v ZH 5 THighlight ‘CreateFile’.

ZEERLET,

B Process Monitor - C¥Users¥WDAGUtilityAccount¥Deskiop¥Logfile PML - O X

File Edit Event Filter Tools Options Help

LR YAO|& # L et W

Process Name PID Operation Path Result Detail &

puity.exe S §Deskiop Desired Access: E.

s Credlefic| # Properties. Ctd+P' Desldop¥puty exe.Local NAME NOT FOUIND Desied Acocss: .

1044 s CrealeFie| € Stack... Cirl+k  Ficrosoft windows common-cortrols_6595b64 144ccf 1df_... SUCCESS Desired Access: E

1044 s QueryOpet hicrosoft windows common-controls_6595b64 144cefidf_.. SUCCESS CreationTime: 7/16.
[1 Toggle Bookmark Cirl+B

1044 ' CreateFile nicrosoft windows common-controls_6595b64 144ccf 1df_... SUCCESS Desired Access: R..
1044 ' CreateFile! Jump To... Ctrl+) nicrosoft windows.common-cortrols_6595b64144ccf1df_... FILE LOCKED WI... SyncType: SyncTy.
1044 T CloseFile Search Onlinee nicrosoft windows common-cortrols_6595b64144ccf1df_.. SUCCESS

1044 'rw QueryOped 32.dl SUCCESS CreationTime: 7/28.
1044 'es CreateFile Include ‘CreateFile’ 12.dI SUCCESS Desired Access: R..
1044 T CreateFile 32.dI FILE LOCKED WI... SyncType: SyncTy.
1044 % QueryStan Exclude 'CreateFile' 12dl SUCCESS AlocationSize: 835

1044 5 CreateFie| [EETRmwomm SUCCESS SyncType: SyneTy.
1044 % CloseFile — — SUCCESS

1044 fuCreateFle| ~ Copy ‘Createfile SUCCESS Desired Access: G
1044 T CreateFile FILE LOCKED W1 SyncType: SyncTy.
1044 QueryStan  Edit Filter ‘Createfile pifest SUCCESS AllocationSize: 4.0.
1044 s QueryStan hifest SUCCESS AllocationSize: 4,0.. |

T Exclude Events Before
Exclude Events After

>
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BIRDED 2 EKET [CreateFile] DIHH/NA T A FEENE T, T ILZ—EIHEWL. 25D
TITAETAZRR LGNS, BB LEVEROMCERZL TEENEFELGYET,

I Process Monitor - C¥Users¥WDAGUtlityAccount¥Desktop¥Logfile.PML - O X

File Edit Event Filter Tools Options Help

EEILIRBD YAO|fA F L H w2t H

Time ... Process Name PID Operation Path Result Detail 2

“CreateFile C % Users¥ W DAG Uitility Account¥ Desktop SUCCESS Desired Access: E

puitty exe 1044 1 CreateFile C:¥Users¥WDAG Utility Account ¥ Desktop¥putty exe Local MAME NOT FOUND Desired Access: R..
. Eipuity exe 1044 ' CreateFile C:¥Windows¥WinSxS¥amd64_microsoft windows common-controls_6535b64 144ccf 1df_... SUCCESS Desired Access: E..
oty exe 1044 ' QueryOpen C:#Windows¥Win SxS¥amd64_microsoft windows common-controls_6595b64144cef 1df_... SUCCESS Creation Time: 7/16.
. EPputly.exe 1044 CreateFie C¥Windows¥Win SxS¥amd64_microsoft windows.common-cortrols_6595b64144ccf 1df_ ... SUCCESS Desired Access: R..
. EPputty.exe 1044 7 CreateFileMapp...C:¥Windows¥Win Sx S¥amd64_microsoft windows .common-controls_6535b64144ccf 1df_... FILE LOCKED WI... SyncType: SyncTy.
. EPputty.exe 1044 T CloseFile C¥Windows¥Win SxS¥amd64_microsoft windows.commen-cortrols_6535b64144ccf 1df_... SUCCESS
EEpLty exe 1044 7 QueryOpen C¥Windows¥ System32¥oleaut 32.dll SUCCESS CreationTime: 7/28.
RpLity exe 1044 ' CreateFie C¥Windows¥ System32¥oleaut32.dll SUCCESS Desired Access: R
RpLity exe 1044 T CreateFleMapp...C¥Windows¥ System32¥cleaut32.dll FILE LOCKED WI... SyncType: SyncTy.
REpLity exe 1044 ‘s QueryStandard|..C:¥Windows¥ System32¥oleaut 32 dil SUCCESS AllocationSize: 835.
. Biputty exe 1044 ' CreateFileMapp...C:¥Windows¥ System32¥oleaut 32.dll SUCCESS SyncType: SyncTy.
oty exe 1044 'rs CloseFile C¥Windows¥ System3Z¥oleaut 32.dlI SUCCESS
. EEpuity exe 1044 s CreateFile C:#Windows¥WindowsShell. Manifest SUCCESS Desired Access: G..
. EPputty.exe 1044 ‘s CreateFileMapp...C¥Windows¥Windows Shell. Manifest FILE LOCKED WI... SyncType: SyncTy.
. EPputty.exe 1044 7 QueryStandard|...C:¥Windows¥Windows Shell. Manifest SUCCESS AlocationSize: 4,0.
. EPputty.exe 1044 75 QueryStandard|...C¥Windows¥Windows Shell. Manifest SUCCESS AlocationSize: 4,0..
< >

Showing 151 of 45,748 events (0.33%) Backed by C:¥Users¥WDAGLUHilityAccount¥Desktop¥Logfile. PML

38%Y FI7—9T7 VT4 ET 1« DWERR

lPutty] 7OERD, Rv FT—VICETE7 77T+ BRERLET,
ROEDODHHEIN (BERHKE) DRELEDLDIHELET,

e [Putty) 7OCRDRY FT—VBIT2T7 I T4 ET 1« DHDFRRENTT EZRBLET,

B Process Monitor - C:¥Users¥WDAGUtilityAccount¥Desktop¥Logfile. ML
File Edit Event Filter Tools Options Help

SR I8 YAOA § 0 CEEE

Time ... Process Name PID  Operation Resutt Detail

1:405.. putty exe 1044 2'TCP Connect 9795 -> 202.222.240.168http  SUCCESS Length: 0. mss: 14...
1:40:5.. putty exe 1044 L'TCP Send 9795 -> 202.222.240.168ttp  SUCCESS Length: 21, startim...
1:40:5.. putty exe 1044 LTCP Send 9795 -> 202.222.240.168hitp  SUCCESS Length: 14, startim...
1:40:5. putty exe 1044 LTCP Send 9795 -> 202.222.240.168hitp  SUCCESS Length: 2, startime:
1:40:5. putty exe 1044 LITCP Receive 9795 -> 202.222.240.168hitp  SUCCESS Length: 392, seqn
1:40:5. putty exe 1044 S TCP Disconnect 9795 -» 202.222 240.168hitp  SUCCESS Length: 0, seqnum

lputtyl HY1202.222.240.168] | HTTP $#iiax L CWB 2 EHhDh W £9, 202.222.240.168] I,
www.hitachi-systems.com (CB840% IP 77 KL AT, Process Monitor] h* [Putty] T Telnet $
it (HTTP ##50) Lfo@fERR%E. 77717 L LTRBLTVWA T EDHRTEE LT

6. HbYic

SEI. M. 7OtvXEEERMR) & LT ISysinternals Suite] (c&%E N2 Process Monitor | ZRBU el
Windows 7A€ ZAD7 074 ET74 EE) O LIZAN) - T7A)0 - 2y b T—9 DR A EZHE
FELELR

RIVIITICERLTWB T EDDDY. JILT T DT 74 )VaGEEHDL > TWRHEEIE. IV

T DHEEDCER. FMEHERT ST EHERETT,

X[EE. [E Sysinternals Suite] IC&E N3 ITCPView! ZAHAWT. Xv b7 —0@ERAOHERH

EEHERLES,
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