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T MU LT DR ERTTED T EDARETY,
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TULETH,

+ Windows 10 Pro % 7zi& Enterprise £)L K /X\—27 3> 18305 F fzid Windows 11 ZERLTWA T &
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* BIOS THEMLE Nk L iEE
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2.1 Windows ¥ FiRv 7 ZDEF#HE

Windows > FRwY 7 ISLIEOFIETHARGEEE Y ET, TTICREE LTWSAIFREL A
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ADT. BED Windows ETEMELTLEELY,
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Windows Od ¥+ —+RF—T I 771 IL&%Z
BELTRA) 44705 Ry s 2eRH L, & IEESRE e e
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% L <& Windows 2 F® cortana( /)b &2 7 ) I
loptionalfeatures.exe] EATILCHEEBTEL T,

B JrALaERELTET
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Windows D#EREZ A 7O TRy U ADILE EDD | Windows missens s 2t ®

DT, Windows > KiRwv o X ITFTvIHEA SEEEMIT B, TIvS Ry REAVCL TGS, R aRMT Bk, Fy
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‘Windows TIFF IFilter
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FIARODYT5 I
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% Windows #> FRY ¥R https:/learmn.microsoft.com/ja-jp/windows/security/application-security/application-isolation/windows-
sandbox/windows-sandbox-overview
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3.1 Autoruns D#(jE

FAutoruns) &I&. [Sysinternals Suite] (C& %N 3. Windows EEIRFICKRITENS T O 5 I
HHER T BIeHDY —IL T,
lAutoruns] &K T [Sysinternals Suite] (& FEREENS. 4T YO— KT BEHNTEET,

- [Autoruns

https://learn.microsoft.com/ja-jp/sysinternals/downloads/autoruns
- ['Sysinternals Suite |

https://learn.microsoft.com/ja-jp/sysinternals/downloads/sysinternals-suite

SElE. Windows v141 24U >vO—RLE Lfe, o >A—RLfczip 771 IbE. 772 AH]
BEG T+ IVA—ICTERALEY, 74ILE— Bk, UTFDEBYELGO>TVEY, SEIK. £5
|& Autorunsbd.exe ZFE L F T, HikiE. FIBTNTWAREICEDE T, BREZL LTV
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~

&H =] 43X
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B Autoruns.exe FIr-3y 1,742 KB
B Autorunstd.exe 1,934 KB
B Autorunséda.exe 2,040 KB
S autorunsc.exe 702 KB
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3.2 @8RS 7 09 S LR
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HHFLET, T2 E. BERETE 70077 LDBFRAEEDERTEET,

W Autoruns - [26706F9C-559F-4¥WDAGUHtilityAccount] = x
File Search Entry User Options Category Help
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verything on ¥ Boplorer ntemet Explorer 2 Scheduled Tasks.. « Services. rivers.. odecs 02 Boot Exearte T+ Image Hijacks
B everyth a Bxpl & Bxpl [S scheduled Task Ser @ or 2 cod 2 BootE [} image Hijack:
Autoruns Entry Description Publisher Image Path faF

(Verified) Microsoft Corporation

Ci¥Program Files (86)¥Microsoft¥Edge¥Application¥msedge.ex
dows¥CurrentVersion¥RunOnce

D351-4F 6. Windows 17>/ 70t Windows c 2¥emd.
ControlSet¥C
[ cmdexe Windows IY2F 7ot v% Windows C
/B HKLM¥SOFTWARE¥Microsoft¥Active Setup¥installed Components
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File not found: "C¥Program Files (86¥Microsoft¥Edge¥Application
1 na Microsof ft NET IE SECURITY REGISTRATION i ‘orporation c:
M D351-4F72-ASS¢ Windows YK JOtryY Windows [ 2¥cmdexe
E @ it
< na Microsoft NET IE SECURITY REGISTRATION orporation [S dll
' Explorer
M| epp

File not found: C¥Program Files¥Windows Defender¥shellextclll  ~
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LTFOHHEFENET,
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[HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run]
[HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce]
[HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run]
[HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce]
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[Windows > RiRw 7 X ] ZFA LS EOF TIE. AEERENTOE A,
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https://www.microsoft.com/ja-jp/microsoft-teams/download-app
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£EW, Ffee 7HD YV M EFIBLTOTA V% T 20EIEHY T A,
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HKEY_CURRENT_USER — SOFTWARE — Microsoft = Windows — CurrentVersion — Run
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HKEY_CLASSES_ROOT S| (2 R (EOHRERL)
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Printers

Remote

~ | SOFTWARE
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~ | Microsoft
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EREREIa s
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11« Windows > X§-bAZ1- > TOUSK > X9-+TvT v oo »
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3 97197 TIER
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¥ 99v0-F
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Si&ad
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& CHEERCEX Y,
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ICT2RIRAFT1—F] EANLTHEETE
% 9 (cortana( O )L 2 F ) H* 5. Ttaskschd.msc]
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B JrAl2EEELTET
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@227 DIERk (ZD 1)

BRYAT I 1—SHhEg Lic 5. EZ 7D [Task Scheduler Library] (@) ZZRL. 527
D CreateTask(@® ) =2 1) v LE 9, Create Task 71 > FHBIL 5. Name T [Test Task| %
(®)ZAAL. TActions] 27%507)vo (@) LET,



(] 791-5 o
TPME) REA EEV AVTE
e 2@ B o

sl o N ® Create Task o % bstrn ] [ HE
o ul "
. - ® Microsofted.. ¥7/2023 25| | Task Scheduler Library. =
@ Microsofted.. | O®Meral Triggers Actions  Conditions  Settings Viroz3 31| | © crete Basic Task..
Namy Test Tasq ®  Create Task
Location:  \ Import Task..
Author.  26706FOC-S59F-S\WDAGUtilityAccount [ Display All Running Tasks
Description: &1 Enable Al Tasks History
< > | [ 2 NewFolder.
&R »
General Triggers|
o m|  Security options a |8 BROWECEE
i q When running the task, use the following user account: Lz
ocation:
th 26706F9C- 559F-A\WDAGUilityAccount Change User or Group... Selected Item -
or:
P ® Run only when user is logged on ™ b Run
m O Runwhether useris logged on or not ere = End
s Do not store password. The task will only have access to local computer resources. & Disable
[ Runwith highest privileges Export.
L Properties
Security optiong (] Hidden Configure for:  Windows Vista™, Windows Server™ 2008 . i
When running 7
A
SYSTEM Cancel H ~vo
Run only when useris logged on
Run whether user is logged en or not

@227 DR (£ 2) ® ceve

r ACtiOI’]SJ 7 7 75\\ F;ﬁ 0 f—C 5\ I—NeW | ’é GE;:::::Q:: Vouvmtmspz(ﬂyvmmadmnIhlstnskwlllpu’mm.
2 U v 2 L (©). TProgram/script] T — L s
C:¥Windows¥System32¥cmd.exe | Z35%E (O) (6) T =

LTBEHLET, m e oy
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@B R DR
BAY AT a—7FIC Mest Task] BhEFINE LS. BFERT T, Windows DI1—H—
A7 VBT Temdexe( AR Y ROV T )] DT 2K S ICEFRHTEE LTz,
(D) 920 ZTI1-5
IrLF) BEE RZTM ALTH)
«s nE H

(D Task Scheduler {Local)
@ Task Scheduler Library

Name Status Triggers Next Run Time

8/8/2023 4:43:42 AM
At 4:13 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 8/7/2023 5:13:42 PM

(® Microsoftéd.. Ready Multiple triggers defined
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