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KRHEE2D Exchange - iFHE IR EF F—I D SHRMBH A IN— « NI TFI v I -
An Unauthorized Exchange - From Targeted Espionage to a Global Cyber Pandemic
VOLEXITY /A7 1 —7> - 77—)U (Steven Adair) K
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ATV LRRY AL LIRET, 7+ ZOEVEEMEER LERETIE. Web ¥ o)b%
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HICEALT. ERPBELIETNEIREERE ILBVTE RUZA—HD5SDEREDEL [N
LIERICB SN B PHRDER I N, TEDHD S5V, WEEDFRP loC Iz EDIER
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GELSREEREL W LD &, feote,

ZD%. 2HBEEZA VYTV MO N 58, VOLEXITY #0707 I THRERED—
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- 7'O0%58% : Operation Exchange Marauder: Active Exploitation of Multiple Zero-Day Microsoft Exchange Vulnerabilities
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/

n



AR—= b H—F DR ORI A EZIF Lo,
FuITNENAR-— N LEETZ X1 U747
A b VGEEMBNEN. ZODWICHELHE
BOTATTREDEBEINT

BECIE A —T YV —XATREINIE
TIMRTDJ HMBNAEN T e, TIMRTD] &, B
REMZEHE (CAO) IcK > TREENIHMA
FhkiTXE (MRTD) D A -T2V —X T\
Java TREETNTEY . ZLOEDEF/NAK—

b (e/NZAKR—F) TEREThTWEZST,

585, MRTD D#FFE#&IX. ICAO Doc 9303 TERE
ThTW3,

e, BEOEREDED elD A— RICBEALT
%, Common Criteria DEZED, BT — 2581,
St —2EEE EICEENZBEREBNAEN
3E, TETEGREBOBRIABEIND T &
Ehote,

+ JMRTD: An Open-Source Java Implementation of Machine Readable Travel Documents

https://jmrtd.org/
« ICAO Doc 9303

https://www.icao.int/publications/pages/publication.aspx?docnum=9303
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FIETIE. Winnti NIRZICERT 58 U5,
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SBBRARBORAELHHOETHENINTLS,
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ELEg BTz DFEP. (DNEZHWT QA7
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https://hitcon.org/2021/agenda/1abeaad2-5152-4468-91ac-d50a39dd7834/Winnti%20is%20Coming%20-%20Evolution%20after%20

Prosecution.pdf
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GCP (Google Cloud Platform) TOEFIERZ

DOWEFEDORHHITEDNT,
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Harvest). # 74 M/ERBE (Lateral Movement). #
PRE#& (Privilege Escalation) 7x & DKEF AN
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https://hitcon.org/2021/agenda/d90156b6-1714-4162-804a-3f9a951c213b/%E7%A9%BA%EI%I9%8DYES%3D%B 1 %E6%AI%IFIEF
9%6BCIIAYEI%IBIB2%E7%ABIAFIE6II4%BBIEI%I8%B2%6E4%6BAISCIE4%BBI8I%EA%BAKSEB.pdf

HITCON @ YouTube F + > %)L CIEEEEDENE
EREENTWNS, FEDOFHMEZHY F2LHEP.
HITCON OFESZEHM YU WAL EIE. BFFED
TEWEERW,

EE&F. BEIC. BMWTO N —ZV 7% %5E
LIicTENBBD. ZORBELSTHE. £+

DFah>77 LYRASBRMTEMLTIZ, Z
DELEDHBHERLTND,

TCHE A VSAVTEEEERAY T 7L
VADBEETNTVSD. BMBMTEZVLE
HDLED DD, BZHCETALRLAFEZR
WTWBDTIREWEAS S,

REE. COVID-19 HtEb L. BEFRMGER
PMEELIBRCIE, BUBEZFR LS DAL
EXRLIEWERESTWS,

+ HITCON @ YouTube F+ &L

https://hitcon.org/2021/agenda/d90156b6-1714-4162-804a-3f9a951c213b/%E7%A9%BAKEI%HI9%8DYWES%BD%B 1 %EC%AI%IF%EF
https://www.youtube.com/channel/UCjW91GWKraCfWuKLGong Tvw
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